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ABSTRACT: in this paper, we depict a Scan-chain-based triple modular redundancy and Scan chain based
multiple error recovery technique for triple modular redundancy systems. Scan-chain-based triple modular
redundancy identifies and corrects only one fault whereas the SMERTMR technique reuses scan-chain flip-flops
invented for testability functions to observe and correct faulty modules within the presence of single or multiple
transient faults. In this planned technique, the faults are identified at the output of the modules, but the faults
which are latent are identified by monitoring the interior states of the TMR modules. Once the fault is identified,
the output of fault free module will be copied into the module which is faulty. If in case any modules are
identified as permanent fault then the whole system will enter into the Master/Checker configuration. The last
method which is enhanced SMERTMR is implemented with the aim to improve the overall performance of
system. Finally all three methods are compared with their performance time.

Keywords: scan chain, triple modular redundancy (TMR), scan-chain-based triple modular redundancy
(SCTMR), Scan chain based multiple error recovery technique for triple modular redundancy systems
(SMERTMR).

. INTRODUCTION

In present days the system which has to meet the specified function within the deadline are used in various
situations such as nuclear power plants and spacecraft [2], [3]. Along such circumstance these systems are at a
very high risk of getting affected by errors. So identification of these errors and rectifying them will be time
consuming. Along with this it has to correct the faults within the specified deadline. Hence error identification
and correction will be a major challenge to meet with in the system deadline. Therefore in order to achieve the
reliability, the systems should be made available with the suitable error tolerant systems. Thus meeting
reliability and achieving timing constraints are a bit of contradicting things.

For instance one of the method called roll back recovery, in this the retry mechanism in which the fault or error
will be rectified but with the major disadvantage of crossing the deadline period [11].Redundancy (extra
information) is one of the attribute to be made use during the transfer of message. With the help of the extra
information the receivers will be in safer side to determine the correct data without any corruption.

In system such as life monitoring systems where the purpose of safety is critical, roll forward methodology like
Triple modular redundancy (TMR) is one of the popular and most often used [4], [5] in such applications. The
TMR will be holding three modules which are redundant (extra) along with a voter at the outputs of three
modules.The main drawback of TMR is its failures, which refers to multiple errors caused in the system or a
fault occurring in the voter. For instance error occurring in more than one module, if it is not corrected it will
cause to failure of TMR. For applications which use retry methodology, they will be at a risk of consuming time
more than the specified deadline time. Hence roll forward methodology is made use widely.

So roll forward methodology can be made used in a technique called SCTMR (Scan chain based TMR). This
technique also suffers from major drawbacks. First,when a fault which is latent appears in the system the
ScTMR cannot recover from this. The fault is recognized as latent only when the fault does not propagate to the
output but will make the states of the modules to be mismatched.Second, ScTMRwill not be in a state of
recovery if more than one fault appears in the modules.Hence Scan chain based multiple error recovery in TMR
(SMERTMR) and enhanced part of SMERTMR has the feature of overcoming the errors or faults affecting
more than one module in TMR.
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The rest of this paper is organized as follows. Sectionll - SCTMR technique, Section Il - Architecture of
SMERTMR, Section IV- Enhanced SMERTMR, Section V - Concludes the paper VI — Simulated Results.

I. SCTMR TECHNIQUE
The module which is faulty one is identified and corrected in SCTMR with the help of scan chain. In order to
test the circuits scan chain is one of the effective method in the way of cost. In this methodology of scan chain a
long sequence of flip flops will be made use of in the form of shift register and a multiplexer will be placed in
front of these flip flops which will intern switch between mode of normal operation and mode of testing
operation.

The major disadvantage of this system is that it cannot rectify more than one fault in the system. For instance if
one of module is identified as faulty at the same time if a latent fault appears in other module then it cannot
overcome these two faults. Ultimately the system will go in to the mode of unrecoverable state.
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Figure 1 Sc TMR Block Diagram
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Figure 2 Sc TMR State Diagram

A. Sc TMR Voter

The major part in the SCTMR system which identifies the modules, whetherthey are faulty and also identifies
the faults in comparator is voter.The voter is depicted in figure 3 which holds 3 comparators. The working of
voter can be explained with an example. For instance if there is a fault in module 1 then the output of the
comparators C12 and C13 will be high and C23 will be low. The error signals E12 and E13 will act as input to a
AND gate which will produce the select signal to mux, this entire thing will act as output selector. With the help
of Table 1 the modules which are faulty are identified and the correct output will be displayed.

Module §

Module 11
Module w1 |

Figure 3 Sc TMR Voter
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Ey2 Elz En Faulty module Output
0 0 0 - Output [
0 0 1 Comparator_23 Oufpl.ll [
0 | 0 Comparator_13 Ol.llpul [
0 | 1 Module 3 Output [
| 0 0 Comparator_12 OquUl [
1 0 1 Module 2 OUTPUI [
1 1 0 Module 1 Output II
1 | 1 Unrecoverable X

Table 1 Identifying Faulty Module and Selecting Correct
Voter Output Using Error Signals

B. TRANSIENT AND PERMANENT ERROR RECOVERY MECHANISMS

If there is a mismatch which will be detected by the voter. It will activate the error signal to alert the controller.
Once the error signal is activated the system will be transferred from mode of normal operation to mode of
recovery in which the module which was faulty will be recovered with the help of fault free module.

So in the mode of recovery the controller will configure the multiplexer and allows the scan chain to function.
Also the SCI signal of module which is faulty will be connected to the SCO of the module which is free from
fault. Along with this the SCI of fault free module will be connected to its own Scan chain output (SCO) signal.
The entire thing which is described above is depicted in figure 4.

Once the system enters to the mode of recovery the counter will be initiated, if the counter reaches to zero then
the system will exit from the recovery mode.

This system will utilize two internal registers called MRFM (Most-Recent Faulty Module) and NCF (Number of
Consecutive Faults).
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Figure 4 Sc TMR in recovery mode.

MRFM stores the module number which was faulty at the last output. If there is the same module which will
occur as faulty consecutively then the NCF register will be incremented by one. Along with this if NCF crosses
the certain predefined number then that module will be indicated as permanent fault.Or else the fault will be
considered as transient.

When the module is designated as permanent fault then the entire system is degraded to Master/Checker
configuration. Upon detection of permanent errors the Pr error signal will be activated.

I1l. ARCHITECTURE OF SMERTMR
Once again the figure 1 can be taken as reference for SMERTMR system. The voter will generate the error
signal and produces the same to controller where proper mechanism will be held in order to recover the module
which was faulty. The whole scan chain along with SCI, SCO, and SCE will be totally controlled by controller.
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Figure 5 SMERTMR State Diagram

The state diagram is depicted in figure 5. Initially the system will be functioning in the mode of normal
operation. If any error is detected by the voter the system will go to the mode of comparison. In this mode the
internal states of all the modules in the system will be compared. During this process if there is no mismatch
then it will go back to the mode of normal operation or else it will go to the mode of recovery.

Hence when the mode of recovery finishes with success, the system will enter to the mode of normal operation
or else if it detects a permanent fault then the system will go to the Master/Checker mode. In this mode if it finds
any fault in the master or checker then it will go to the state of unrecoverable condition.

A. Comparison Process
The following section will describe how the system will identify the fault in the system.

1) When there is no fault in any of the modules: if there are no mismatches between any of the modules, all
the three counters will be set to zero

2) If there is only one faulty module: Consider that there are ‘A’ flip flops faulty in the module M and the rest
of the modules N and O are fault free. Along such a situation one can find, that counters MN and MO will be
incremented to ‘A’ whereas the counter NO will be of zero. Therefore by getting the values of the counters MN
and MO the system will enter in to the mode of recovery and the faults will be corrected. Thus in this case the
faulty module is M.

3) In case of two modules which are faulty: Assume that there are modules which are faulty such as M and N
and the module O is fault free. Also consider that there are A, B set of flip flops faulty in the modules of M and
N respectively. Thus there could be either no flip flops which are in similar or there would be more than one flip
flops in similarity of incorrectness.

If there is no similarity of incorrectness between the modules then the value of counters will be having these

values. The MO counter will be having the value of A and NO counter will be having the value of B and MN
counter will be having the value in-between zero and A+B. Taking in to account of the number of mismatches
value in counter the system will detect and correct the faults. Thus in this case the faulty modules are M and N.
If there is a common flip flops which are incorrect then the system cannot identify the faults and hence cannot
be corrected.

4) When none of the modules are free from fault:In such a condition the system can’t find out the modules
which are faulty. So the system goes to the state of unrecoverable state.

If counter_mn=counter_mo=counter_no=0 then

Coming state = normal

Else if (counter_mn=Counter_mo) & (counter_no=0) then

Coming state = recovery

Faulty module register = M

Else if (counter_no=A) & (counter_mo=B) & (counter_mn=A+B) then
Coming state = recovery

Faulty module register = M,N

9. Else

10. Coming state =unrecoverable condition

11. End if

N~ wWNE
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Figure 6 Algorithm

B. Transient and Permanent Error Recovery Mechanisms

While the process of comparison is over,where the FLU(Fault Locator Unit) will detect the modules which are
faulty and free from fault, next the system goes to the mode of recovery during which it will correct up to two
modules which are faulty utilizing the scan chain.

The controller of SMERTMR in mode of recovery is depicted in figure 7. Along with this the scan chains are
enabled with in the modules and the controller will configure the mux which is presented in the following
section.

The SCO and SCI signals are interconnected in modules which are free from fault, whereas in the modules
which are faulty the SCI of this module will be interconnected to the SCO of module which is free from fault.

Along the mode of recovery, once a mismatch is identified the equivalent count in the counter will be subtracted
by one count, which is the reverse condition in comparison mode where the count will be incremented by one
count when it comes across the mismatch. At the end of the mode of recovery if there is zero in all counters then
it means that the recovery process is successfully done, if not the system will go to the unrecoverable condition.
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Figure 7 SMERTMR in recovery mode

IV. ENHANCED SMERTMR

Figure 8 — Enhanced Smertmr

It can be seen from the figure 8 that the MUX, AND gate has been removed from SMERTMR circuit and it is
been replaced by a encoder. With the help of this circuit the time for the input to reach the output will be
reduced drastically. The comparison table of output time for different technique is been depicted in the table of
conclusion part.
V.  CONCLUSION

A roll forward error recovery methodology named SMERTMR is presented to overcome from multiple errors.
During which the system can overcome from more than one faulty modules, which can be transient or latent.
The experiments show that SMERTMR can identify and correct up to 100% and 99.7% of multiple faults
causing one and two modules respectively. Also it can be shown that the performance overhead of SMERTMR
as compared to the SCTMR is less.Thus we can conclude that by replacing the multiplexers, and gates by
encoder, we can achieve the faster output.
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Enhanced SMERTMR Output
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Type Output Time for the Frequency
of 117.889 MHz

ScTMR 20.611 ns
SMERTMR 12.140 ns
Enhanced SMERTMR 3.308ns

Table 2 - Output Performance - comparison table of different methodology

VI. VL. SIMULATED RESULTS
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