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ABSTRACT : In this paper, we demonstrate the weaknesses and loopholes found in GKA-PPAA (Group Key 

Agreement Protocol Based on Privacy Protection and Attribute Authentication) protocol. The protocol under 

study provides identity and attribute authentication. It claims that attributes are hidden using polynomial 

calculations, then the trusted authority or attribute authority cannot figure out any value of attributes during 

authentication. It, also divides members in the group into subsets according to the number of attributes. The 

more attributes the participant has, the higher authority he gets. Simply, not all information could be shared to 

all members with lower authority. The scheme under study claims also that it is resistant to impersonation 

attack. In our paper we provide a cryptanalysis to the protocol under study. We present different attack 

strategies and demonstrates the flaws in the scheme. Firstly, we will prove and show that AA has more than one 

way to figure out the values of all members attributes. AA doesn’t need to try to solve (ECDLP). Secondly, we 

will introduce an attack strategy which enables any member to get higher fake authority. Members with lower 

number of attributes could pretend that they have higher number of fakes attributes. Thirdly, in our work, we 

will launch impersonation attack. We will show that digital signature, proposed by the scheme cannot prevent 

any illegal member to counterfeit that valid signature. This makes the scheme nonresistant to impersonation 

attack. Finally, the scheme is nonresistant to collusion attack as we will demonstrate. 

KEYWORDS Cryptanalysis, Attribute Authentication, Threshold Authority, Impersonation Attack, Collusion 

Attack. 
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I. INTRODUCTION 

Group key agreement protocols play a crucial role in achieving secure group communication over 

untrusted networks. These protocols enable a group of communicating parties to establish a common secret key, 

ensuring secure and confidential communication within the group. In recent years, significant research has been 

conducted to develop and improve group key agreement protocols, addressing various security requirements and 

challenges. The Diffie-Hellman protocol, proposed in 1976, was one of the pioneering protocols in this field. It 

provided a foundation for subsequent protocols and laid the groundwork for secure group communication. 

However, as research progressed, it became evident that the Diffie-Hellman protocol had certain limitations and 

vulnerabilities [1]. To address these limitations, researchers proposed successors to the Diffie-Hellman protocol. 

Tseng, in 2007, introduced a new group key agreement protocol specifically designed for secure group 

communication in a mobile environment [2]. This protocol aimed to overcome the shortcomings of previous 

protocols and achieve secure group communication in a mobile setting. However, Tseng's protocol was found to 

be non-authenticated, meaning it lacked a mechanism to ensure the validity of transmitted. To address this issue, 

proposed a new authenticated group key agreement protocol based on bilinear pairings. This protocol aimed to 

provide authentication and ensure the integrity of the transmitted messages, enhancing the overall security of the 

group communication. In addition to authentication, privacy protection is another important requirement in 

group key agreement protocols. Privacy protection ensures that sensitive information remains confidential and is 

only accessible to authorized parties. proposed a group key agreement protocol based on privacy protection and 

attribute authentication (GKA-PPAA) [3]. This protocol aimed to address the key issues of identity 

authentication, privacy protection, and information sharing access control in group key agreement. In our paper 

we introduce a cryptanalysis to (GKA-PPAA). Furthermore, the security of authenticated group key agreement 

protocols has been a subject of research. conducted a study to identify security vulnerabilities in existing 
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protocols and propose measures to avoid them in future constructions [4]. Their research aimed to enhance the 

security of group key agreement protocols, particularly in the context of secure multicasting in the Internet of 

Things. Secure group communication is important for many collaborative and distributed Internet of Things 

applications. [5] and [6] are two examples. [7] proposes a safe and efficient group key agreement technique for 

VANET, which uses a fixed roadside unit to negotiate a dynamic session secret key, allowing for more steady 

communication performance and faster encryption and decryption. to guarantee that cars in the VANET 

communicate information in a secure manner [8,10] propose a multi-domain lightweight asymmetric group key 

agreement protocol that uses bilinear mapping and blind key technology to achieve an asymmetric group key 

agreement protocol among mobile terminals distributed across domains, as well as communication and 

computation migration technologies. to guarantee that mobile terminals consume minimal processing and 

connection resources while maintaining anonymity and authentication [11] Using Chebyshev chaotic maps, 

presents an authenticated group key establishment protocol with user anonymity. It is multi-server compatible 

and mobile environments, and it can survive reflection attacks and achieve contributory group key agreement 

with user authentication. [12], [13] present a cross-domain light-weight asymmetric group key agreement for 

establishing a secure and efficient group communication channel between sensor nodes. The computation and 

communication overhead are both light in this protocol. [14] proposes a dynamic and cross-domain 

authenticated asymmetric group key agreement to circumvent the security concerns of key escrow and the 

complexity of certificate administration, this protocol uses a cross-domain authentication technique. It allows 

nodes to update their group keys dynamically for forward secrecy and backward security, The member who 

participated in the group key agreement can self-certify if the computed group keys are valid, as well as 

achieving the key self-certified. [15], [16] offer a Certificateless One Way Group Key Agreement Protocol for 

End-to-End Email Encryption, which is appropriate for implementing E2E email encryption. The group key 

agreement does not require a certificate, as a result, there is no need for key escrow and no public key certificate 

infrastructure, and it is a one-way group key agreement, so no back-and-forth message exchange is necessary. It 

is an n-party group key agreement at the same time. The distribution of the group key for authorized vehicles is 

proposed in [17,21] using a group key agreement method based on the Chinese remainder theorem. When a 

vehicle joins or leaves a group, the group key can be modified. To distribute group keys for all cars, it requires a 

third-party trustworthy entity with powerful computing and storage capabilities, and it poses security issues. 

Due to the importance of group key agreement protocols, we provide a cryptanalysis of recent scheme 

[1] and summarizes our contributions as follows: 

1) We will prove and show that AA has more than one way to figure out the values of all members attributes. 

That means, in practice, that the protocol under study cannot protect the person-al privacy of the participants.  

2) We will introduce an attack strategy which enables any member to get higher fake authority. Members with 

lower number of attributes could pretend that they have higher number of fakes attributes. This means that 

information will be leaked to members with lower authority. 

3) we will show that digital signature, proposed by the scheme cannot prevent any illegal member to counterfeit 

that valid sig-nature which makes the scheme nonresistant to impersonation attack. 

4) GKA-PPAA claims that it provides threshold authority but we show easily that non honest members with low 

number of attributes and different attributes can collude and exchange their secret attributes to get higher 

authority. This means that information will be leaked to members with lower authority. 

The organization of paper is as the following: In section II, we describe the summary of registration 

phase of the attacked protocol; In section III we summarize the steps of establishing group key. In section IV, 

we analyze the loopholes of the protocol and show the mathematical proofs, needed. All notations and 

definitions are shown in Table 1. 

 

Table 1 
Notation Definition 

𝐺1  Additive group 

𝐺2 Multiplicative group 

𝑞 prime order of 𝐺1  

𝑔1 Generator of 𝐺1 

𝑒 The admissible pairing  

𝐴𝐴 Attribute Authority 

𝑈 set of network terminals or members  

 𝑢𝑖 𝑖𝑡ℎ  member in the set 𝑈  

 𝐼𝐷 identity set of members  

𝐴𝑡𝑡𝑟 ordered set of attributes of AA 

𝑅 Total number of attributes 

𝑎𝑡𝑡𝑟𝑖 Set of attributes of AA, 𝑎𝑡𝑡𝑟𝑖 ⊆ 𝐴𝑡𝑡𝑟 

𝑎𝑖,𝑘 𝑘𝑡ℎ attribute of 𝑖𝑡ℎ member 

𝑟 Number of member attribute, 𝑟 ≤ 𝑅 
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 𝐻1 ,  𝐻2 ,  𝐻3  Hash functions 

 𝑆𝐾𝐴 Secret key of attribute authority 

 𝑃𝐾𝐴 Public key of attribute authority 

 𝑠𝑘𝑢𝑖 Secret key of  𝑢𝑖 

 𝑝𝑘𝑢𝑖 Public key of  𝑢𝑖 

𝜂𝑗,ℎ privilege grade 

 𝛾𝑖 Group public key parameter 

𝜆𝑖 Random integer selected by  𝑢𝑖 

 𝑠𝑢𝑖 Random integer selected by  𝑢𝑖 

𝑃𝐾𝑔−𝑢𝑗
 Group encryption key 

𝑆𝐾𝑔−𝑢𝑗
, 𝑀𝑗 Group decryption key 

 

II. SUMMARY OF REGISTERATION PHASE 

A. Complexity Assumption and Bilinear Maps: 
The attacked scheme is based on the theory of bilinear mapping. We describe it as the following. Assume that 𝐺1 

is an additive group and 𝐺2 is multiplicative group. Their prime order is 𝑞,  where 𝑞 ≥  2𝑙 + 1, and 𝑙 is assumed to be 

the security parameter of the group. 𝑔1 is the generator of 𝐺1  and 𝑔2 is the generator of 𝐺2 , the DLP of 𝐺1 and 𝐺2 are 

very difficult. The admissible pairing 𝑒 ∶  𝐺1 × 𝐺1 →  𝐺2 has the following properties: 

1. Bilinearity property: ∀ 𝜇 , 𝑣 ∈  𝐺1, let 𝑎, 𝑏 ∈  𝑍𝑞
∗   then 𝑒(𝑎𝜇, 𝑏𝑣) = 𝑒(𝜇, 𝑣)𝑎𝑏;  

2. Non-degeneracy property: ∃ 𝜇 , 𝑣 ∈  𝐺1, such that  𝑒(𝜇, 𝑣) ≠ 1; 

3. Computability property: ∀ 𝜇 , 𝑣 ∈  𝐺1 there is an efficient way to compute 𝑒(𝜇, 𝑣);  
It is clear that ∀ 𝜇 , 𝑣 , 𝑔1  ∈  𝐺1 there is 𝑒(𝜇 + 𝑣, 𝑔1) = 𝑒(𝜇, , 𝑔1)𝑒(𝑣, 𝑔1). 

B. Parameters Initialization 
The protocol assumes the network contains 𝑛 network terminals. Let the set of network terminals or members 

𝑈 = {𝑢1,  𝑢2, … ,  𝑢𝑛}   and their corresponding identity set is  𝐼𝐷 = {𝑖𝑑𝑢1, 𝑖𝑑𝑢2, … , 𝑖𝑑𝑢𝑛} .Let the ordered set of 

attributes by AA be 𝐴𝑡𝑡𝑟 = {𝐴1, 𝐴2, … , 𝐴𝑘 , … , 𝐴𝑅}. 𝑅 is the total number of attributes , set is ordered then we find 

𝐴𝑘 < 𝐴𝑘+1 , let the terminal set of attributes  𝑎𝑡𝑡𝑟𝑖 = {𝑎𝑖,1, 𝑎𝑖,2, … , 𝑎𝑖,𝑘 , … , 𝑎𝑖,𝑟} Any member has 𝑟 attributes  𝑟 ≤ 𝑅 

, set is ordered then we find 𝑎𝑖,𝑘 < 𝑎𝑖,𝑘+1 , 𝑖 denotes the 𝑖𝑡ℎ member and  𝑟 denotes the 𝑟𝑡ℎ attribute of the terminal 

𝑢𝑖 . 𝑟 , 𝑅 ∈ 𝑁∗, 𝑎𝑡𝑡𝑟𝑖 ⊆ 𝐴𝑡𝑡𝑟. Assume that 𝐺1 is an additive group and 𝐺2 is multiplicative group. Their prime order is 

𝑞,  where 𝑞 ≥  2𝑙 + 1, and 𝑙 is assumed to be the security parameter of the group. 𝑔1 is the generator of 𝐺1  and 𝑔2 

is the generator of 𝐺2 , The admissible pairing 𝑒 ∶  𝐺1 × 𝐺1 →  𝐺2  is computable. There are three hash functions 

𝐻1 :  {0,1 }∗  →  𝑍𝑞
∗ ,  𝐻2 ∶  𝐺1  →  𝑍𝑞

∗ ,   𝐻3 ∶  𝐺2  →  𝑍𝑞
∗ ,  Attribute Authority selects secret key  𝑆𝐾𝐴  ∈  𝑍𝑞

∗  then 

calculates public key   𝑃𝐾𝐴 =  𝑆𝐾𝐴𝑔1 . Also, terminal member  𝑢𝑖   selects a random number  𝑠𝑢𝑖 ∈ 𝑍𝑞
∗  .Now  𝑢𝑖  

calculates his secret key  𝑠𝑘𝑢𝑖 = 𝐻1 (𝑖𝑑𝑢𝑖) 𝑠𝑢𝑖 and his public key  𝑝𝑘𝑢𝑖 =  𝑠𝑘𝑢𝑖𝑔1.and selects  𝜆𝑖 ∈ 𝑍𝑞
∗ . It is obvious 

that the system parameters are in the set 𝑝𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟𝑠 = { 𝑃𝐾𝐴,  𝐺1,  𝐺2,  𝑔1, 𝑞, 𝑒,  𝐻1 ,  𝐻2 ,  𝐻3 }. 

C. Members Registration Phase 
The following steps summarize the registration phase: 

1. AA constructs a polynomial of 𝑅𝑡ℎ degree and its roots are in the set 𝐴𝑡𝑡𝑟 = {𝐴1, 𝐴2, … , 𝐴𝑘 , … , 𝐴𝑅}, 𝑓(𝑥) =
 (𝑥 − 𝐴1)(𝑥 − 𝐴2) … (𝑥 − 𝐴𝑅−1)(𝑥 − 𝐴𝑅) =  𝑏0 + 𝑏1𝑥 + 𝑏2𝑥2 + ⋯ + 𝑏𝑅−1𝑥𝑅−1 + 𝑏𝑅𝑥𝑅 . 

2. Every terminal network 𝑢𝑖  with attribute set 𝑎𝑡𝑡𝑟𝑖 = {𝑎𝑖,1, 𝑎𝑖,2, … , 𝑎𝑖,𝑘 , … , 𝑎𝑖,𝑟} calculates the following: 

{(𝜆𝑖𝑔1 , 𝑎𝑖,1𝜆𝑖𝑔1, 𝑎𝑖,1
2 𝜆𝑖𝑔1, … , 𝑎𝑖,1

𝑅 𝜆𝑖𝑔1), 

(𝜆𝑖𝑔1 , 𝑎𝑖,2𝜆𝑖𝑔1, 𝑎𝑖,2
2 𝜆𝑖𝑔1, … , 𝑎𝑖,2

𝑅 𝜆𝑖𝑔1), 

…, 

(𝜆𝑖𝑔1 , 𝑎𝑖,𝑟𝜆𝑖𝑔1, 𝑎𝑖,𝑟
2 𝜆𝑖𝑔1, … , 𝑎𝑖,𝑟

𝑅 𝜆𝑖𝑔1)} 

and    𝛽𝑖 = (𝑎𝑖,1 + 𝑎𝑖,2 + ⋯ + 𝑎𝑖,𝑟) 𝑠𝑘𝑢𝑖𝜆𝑖𝑔1.    then              

sends them to AA in addition to 𝑢𝑖’s public key 𝑝𝑘𝑢𝑖 . 

3. AA receives the sent parameters from 𝑢𝑖  and calculates: 𝛾𝑖 =  𝑎𝑖,1𝜆𝑖𝑔1 + 𝑎𝑖,2𝜆𝑖𝑔1 + ⋯ + 𝑎𝑖,𝑟𝜆𝑖𝑔1   

then makes identity verification of terminal 𝑢𝑖  through            the equation 𝑒(𝛽𝑖 , 𝑔1) = 𝑒( 𝛾𝑖 ,  𝑝𝑘𝑢𝑖). If it holds, 

the identity of the terminal  𝑢𝑖  is verified successfully.  

4.  AA starts to check the valid attributes and counts them without knowing their values through calculating the 

following:  
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𝑏0𝜆𝑖𝑔1 +  𝑏1𝑎𝑖,1𝜆𝑖𝑔1 + 𝑏1𝑎𝑖,1
2 𝜆𝑖𝑔1 + ⋯ + 𝑏𝑅𝑎𝑖,1

𝑅 𝜆𝑖𝑔1 = 𝑓(𝑎𝑖,1)𝜆𝑖𝑔1 

𝑏0𝜆𝑖𝑔1 +  𝑏1𝑎𝑖,2𝜆𝑖𝑔1 + 𝑏1𝑎𝑖,2
2 𝜆𝑖𝑔1 + ⋯ + 𝑏𝑅𝑎𝑖,2

𝑅 𝜆𝑖𝑔1 = 𝑓(𝑎𝑖,2)𝜆𝑖𝑔1 

… 

𝑏0𝜆𝑖𝑔1 +  𝑏1𝑎𝑖,𝑟𝜆𝑖𝑔1 + 𝑏1𝑎𝑖,𝑟
2 𝜆𝑖𝑔1 + ⋯ + 𝑏𝑅𝑎𝑖,𝑟

𝑅 𝜆𝑖𝑔1 = 𝑓(𝑎𝑖,𝑟)𝜆𝑖𝑔1 

 If 𝑓(𝑎𝑖,1)𝜆𝑖𝑔1 = 0 , 𝑓(𝑎𝑖,2)𝜆𝑖𝑔1 = 0,  … , 𝑓(𝑎𝑖,𝑟)𝜆𝑖𝑔1 = 0 ,then it is obvious that 𝑎𝑡𝑡𝑟𝑖 ⊆ 𝐴𝑡𝑡𝑟, and the sent 

attributes are valid. 

5.  AA counts the number of attributes, which satisfied the polynomial then divides the authority or privilege 

level according to the number of attributes they have so AA chooses numbers of positive integers equals to 

number of attributes for each member. AA selects 𝑡𝑖,1, 𝑡𝑖,2, … , 𝑡𝑖,𝑟  ∈  𝑍𝑞
∗ and calculates {𝑇𝑖,1 = 𝑡𝑖,1𝜆𝑖𝑔1, 𝑇𝑖,2 =

𝑡𝑖,2𝜆𝑖𝑔1, , … 𝑇𝑖,𝑟 = 𝑡𝑖,𝑟𝜆𝑖𝑔1} . Also calculates the privilege grade 𝜂𝑖,ℎ =  𝑆𝐾𝐴(𝑡𝑖,1 +  𝑡𝑖,2 + ⋯ + 𝑡𝑖,𝑟)𝑔1 then 

sends the parameter { 𝛾𝑖 , 𝜂𝑖,ℎ, 𝑇𝑖,1, 𝑇𝑖,2, … , 𝑇𝑖,𝑟} to register. 

6.  𝑢𝑖  receives the parameter { 𝛾𝑖 , 𝜂𝑖,ℎ,  𝑇𝑖,1, 𝑇𝑖,2, … , 𝑇𝑖,𝑟} from AA and calculates 𝜀𝑖 = 𝜆𝑖
−1𝑇𝑖,1 + 𝜆𝑖

−1𝑇𝑖,2 + ⋯ +

𝜆𝑖
−1𝑇𝑖,𝑟 = (𝑡𝑖,1 +  𝑡𝑖,2 + ⋯ + 𝑡𝑖,𝑟)𝑔1 . 𝑢𝑖  starts to verify the identity of AA using the equation 𝑒(𝜂𝑖,ℎ, 𝑔1) =

𝑒(𝜀𝑖 ,  𝑃𝐾𝐴) If it holds the identity of the AA is verified successfully.  

7.  𝑢𝑖  computes the attribute permission values 𝐾𝑖,1 = 𝜆𝑖
−1𝑇𝑖,1 = 𝑡𝑖,1𝑔1, 𝐾𝑖,2 = 𝜆𝑖

−1𝑇𝑖,2 = 𝑡𝑖,2𝑔1, … , 𝐾𝑖,𝑟 =

𝜆𝑖
−1𝑇𝑖,𝑟 = 𝑡𝑖,𝑟𝑔1 and registration is done successfully. Every member has number of attribute permission values 

𝐾𝑖,𝑟 equal to the number of attributes he has. 

8. Finally, AA shares all public values of all members in an information pool. 

I. III. COMPUTING GROUP KEY WITH DIFFERENT ATTRIBUTE PERMISSIONS 

If member 𝑢𝑗(1 ≤ 𝑗 ≤ 𝑛) who has set of attributes 𝑎𝑡𝑡𝑟 = {𝑎𝑗,1, 𝑎𝑗,2, … , 𝑎𝑗,𝑟} and the authority or  privilege value 

𝜂𝑗,ℎ = 𝑆𝐾𝐴(𝑡𝑗,1 + 𝑡𝑗,2 + ⋯ + 𝑡𝑗,𝑟)𝑔1 needs to establish group to share information share the information with 

other members who have the same grade of authority, it can select  them from the information pool on the 

platform of AA and constructs a subgroup as follows: 

1. The member or sponser 𝑢𝑗 that needs to share secret information with members that have same grade of 

authority. He searches for some attribute privilege values and corresponding privilege grade information 

from the information pool, and selects the members set 𝑈 = {𝑢𝑗 , 𝑢𝑗+1, … 𝑢𝑙}(𝑗 < 𝑙). 

2. The sponsor 𝑢𝑗 gets the public information 𝑇𝑘,1, … , 𝑇𝑘,𝑟 of every 𝑢𝑘(𝑗 ≤ 𝑘 ≤ 𝑙 ) from the information pool 

and computes the following 𝑇𝑝𝑢𝑏 = ∑𝑘=𝑗
𝑙  𝑇𝑘,0 = ∑𝑘=𝑗

𝑙  𝜆𝑘𝑔1  and 𝑇𝑝𝑟𝑖 = ∑𝜏=1
𝑟  ∑𝑘=𝑗

𝑙  𝑇𝑘,𝜏 = ∑𝜏=1
𝑟  𝑡𝑘,𝜏(𝜆𝑗 + ⋯ +

𝜆𝑙)𝑔1 = (𝑡𝑘,1 + ⋯ + 𝑡𝑘,𝑟)(𝜆𝑗 + ⋯ + 𝜆𝑙)𝑔1. 

3. 𝑢𝑗 selects random integer 𝑚𝑗 ∈ ℤ𝑝
∗ , and calculates: 

 𝑝𝑢𝑗
= 𝑚𝑗𝑇𝑝𝑢𝑏 , 𝑀𝑗 = 𝑚𝑗𝑇𝑝𝑟𝑖 , 𝑤𝑗,1 = 𝐻2(𝐾𝑗,1), 𝑤𝑗,2 = 𝐻2(𝐾𝑗,2), … , 𝑤𝑗,𝑟 = 𝐻2(𝐾𝑗,𝑟) then constructs a (r − 1)-

th degree polynomial 𝑓(𝑥) = 𝑚𝑗𝐾𝑗,𝑟−1𝑥𝑟−1 + ⋯ + 𝑚𝑗𝐾𝑗,1𝑥 + 𝑀𝑗  corresponding to the attribute permission 

values {𝐾𝑗,1, 𝐾𝑗,2, … , 𝐾𝑗,𝑟} that it were calculated  before and 𝑓(0) = 𝑀𝑗 , then it computes 𝑓(𝑤𝑗,1) =

𝑦𝑗,1, 𝑓(𝑤𝑗,2) = 𝑦𝑗,1, 𝑓(𝑤𝑗,2) = 𝑦𝑗,2, … , 𝑓(𝑤𝑗,𝑟) = 𝑦𝑗,𝑟  

4.    𝑢𝑗  calculates 𝜑𝑗 = 𝑠𝑘𝑢𝑗
(𝑦𝑗,1 + 𝑦𝑗,2 + ⋯ + 𝑦𝑗,𝑟) and uses 𝑃𝐾𝑔−𝑢𝑗

= (𝑝𝑢𝑗
, 𝜂𝑗,ℎ) as encryption key of group 

and 𝑆𝐾𝑔−𝑢𝑗
= 𝑀𝑗 as decryption key of group ,  

5. 𝑢𝑗  broadcasts the authentication parameters  {(𝑦𝑗,1, 𝑦𝑗,2, … , 𝑦𝑗,𝑟), (𝑝𝑢𝑗
, 𝜂𝑗,ℎ) , 𝜑𝑗}  to all terminals 𝑈 = 

{𝑢𝑗 , 𝑢𝑗+1, … 𝑢𝑙}(𝑗 < 𝑙)  

6.  Every single member 𝑢𝑘(𝑗 ≤ 𝑘 ≤ 𝑙, 𝑘 ≠ 𝑗)  in the group who got the broadcasted authentication 

data {(𝑦𝑗,1, 𝑦𝑗,2, … , 𝑦𝑗,𝑟), (𝑝𝑢𝑗
, 𝜂𝑗,ℎ) , 𝜑𝑗}  from 𝑢𝑗 , calculates 𝜙𝑘 = 𝑦𝑗,1 + 𝑦𝑗,2 + ⋯ + 𝑦𝑗,𝑟  and verifies the 

signature and identity of 𝑢𝑗 through the pairing  equation 𝑒(𝜑𝑗, 𝑔1) = 𝑒 (𝜙𝑘 , 𝑝𝑘𝑢𝑗
). If it holds, 𝑢𝑘 compares 

its authority or privilege value 𝜂𝑘,ℎ with the received privilege value 𝜂𝑗,ℎ of the sponsor 𝑢𝑗 . If it has the same 

level of privilege or higher grade of privilege than 𝜂𝑗,ℎ, it can check that the attribute permission value of 

him is identical to the permission values of the sponsor. (that means {𝐾𝑘,1 = 𝐾𝑗,1, 𝐾𝑘,2 = 𝐾𝑗,2, … , 𝐾𝑘,𝑟 =

𝐾𝑗,𝑟}) . 
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7. 𝑢𝑘  uses the  values {𝐾𝑘,1, 𝐾𝑘,2, … , 𝐾𝑘,𝑟} and computes 𝑤𝑘,1 = 𝐻2(𝐾𝑘,1), 𝑤𝑘,2 = 𝐻2(𝐾𝑘,2), … , 𝑤𝑘,𝑟 = 𝐻2(𝐾𝑘,𝑟)  

then reconstructs a polynomial 𝑓(𝑥), where polynomial 

 𝑓(𝑥) = ∑𝜒=1
𝑟   (∏1≤𝜛≤𝑟,𝜛≠𝜒  

𝑥−𝑤𝑘,𝜛

𝑤𝑘,𝜒−𝑤𝑘,𝜛
) 𝑦𝑗,𝜒 substituting the values {(𝑤𝑘,1, 𝑦𝑗,1), (𝑤𝑘,2, 𝑦𝑗,2), … , (𝑤𝑘,𝑟 , 𝑦𝑗,𝑟)} 

using Lagrange Interpolation and computes the key 𝑀𝑘 = 𝑓(0), 

 𝑓(0) = ∑𝜒=1
𝑟   (∏1≤𝜛≤𝑟,𝜛≠𝜒  

−𝑤𝑘,𝜛

𝑤𝑘,𝜒−𝑤𝑘,𝜛
) 𝑦𝑗,𝜒 = 𝑀𝑗  where 𝑀𝑗  is decryption key. 

8. 𝑢𝑘 obtains the encryption key group 𝑃𝐾𝑔−𝑢𝑘
= (𝑝𝑢𝑘

, 𝜂𝑘,ℎ) = (𝑝𝑢𝑗
, 𝜂𝑗,ℎ) from the transmitted messages 

{(𝑦𝑗,1, 𝑦𝑗,2, … , 𝑦𝑗,𝑟), (𝑝𝑢𝑗
, 𝜂𝑗,ℎ)} by 𝑢𝑗. 

9. All members of group 𝑢𝑘(𝑗 ≤ 𝑘 ≤ 𝑙) do not need to exchange hash values of the of the computed key to 

make sure of key correctness. They need only to check this equation (𝑝𝑢𝑘
, 𝜂𝑘,ℎ) = 𝑒(𝑀𝑘 , 𝑃𝐾𝐴) , if it holds , 

the computed keys are correct and the same. 

II. IV. CRYPTANALYSIS OF THE STUDIED PROTOCOL 

A. First Loophole 

AA can figure out any value of the attributes sent    to him without solving ECDLP which means that the 

scheme under study cannot conserve or protect the personal privacy as it claims. 

Attack 1. Let  𝐴𝐴 has set  𝐴𝑡𝑟𝑟 = {𝑎1, 𝑎2,  𝑎3,  𝑎4,  𝑎5, … ,  𝑎𝑅}  and 𝑢1  has 𝑎𝑡𝑡𝑟1 = {𝑎2, 𝑎3, 𝑎5}, 𝑢1 selects 

 𝜆1 ∈ 𝑍𝑞
∗ 

and calculates the following then sends it to AA:  

{𝑜𝑙𝑑 𝑅1: (𝜆1𝑔1 , 𝑎2𝜆1𝑔1, 𝑎2
2𝜆1𝑔1, … , 𝑎2

𝑅𝜆1𝑔1), 

𝑜𝑙𝑑 𝑅2: (𝜆1𝑔1 , 𝑎3𝜆1𝑔1, 𝑎3
2𝜆1𝑔1, … , 𝑎3

𝑅𝜆1𝑔1), 

𝑜𝑙𝑑 𝑅3: (𝜆1𝑔1 , 𝑎5𝜆1𝑔1, 𝑎5
2𝜆1𝑔1, … , 𝑎5

𝑅𝜆1𝑔1)} 

 , 𝛽1 = (𝑎2 + 𝑎3 + 𝑎5) 𝑠𝑘𝑢1𝜆1𝑔1 and  𝑝𝑘𝑢1. After that AA calculates the  product  of  𝑜𝑙𝑑 𝑅1with all attributes  

set 

 𝐴𝑡𝑟𝑟 = {𝑎1, 𝑎2,  𝑎3,  𝑎4,  𝑎5, … ,  𝑎𝑅} respectively. 

𝑛𝑒𝑤 𝑅1:   ( 𝑎1𝜆1𝑔1,   𝑎2𝑎2𝜆1𝑔1,  𝑎3 𝑎2
2𝜆1𝑔1,  𝑎4𝑎2

3𝜆1𝑔1, … 

, 𝑎2
𝑅𝜆1𝑔1  ) 

Third term of 𝑜𝑙𝑑 𝑅1: 𝑎2
2𝜆1𝑔1  matches the second term in the 𝑛𝑒𝑤 𝑅1  , we refer the word second to the 

attribute  𝑎2 so first   attribute of 𝑢1 is:  𝑎2 . AA repeats the previous process again and calculates the product 

of 𝑜𝑙𝑑 𝑅2  with all attributes set     𝐴𝑡𝑟𝑟  =  {𝑎1, 𝑎2,  𝑎3,  𝑎4,  𝑎5, … ,  𝑎𝑅}  respectively then 

𝑛𝑒𝑤 𝑅2: ( 𝑎1𝜆1𝑔1,  𝑎2𝑎3𝜆1𝑔1,  𝑎3𝑎3
2𝜆1𝑔1, 𝑎3

3𝜆1𝑔1, … , 𝑎3
𝑅𝜆1𝑔1  ) 

Fourth term of   𝑜𝑙𝑑 𝑅2  matches  the term number third term in 𝑛𝑒𝑤 𝑅2 then attribute of 𝑢1 is:  𝑎3. Generally, 

we can deduce this rule: If the (𝑟 + 1)𝑡ℎ term of the old row   matches the 𝑟𝑡ℎ term in the new row then 

attribute  of 𝑢𝑖 is   𝑎𝑟 . 

We introduce another attack for the first loophole. 

Attack 2. Let  𝐴𝐴 has  𝐴𝑡𝑟𝑟 = {𝑎1, 𝑎2,  𝑎3,  𝑎4,  𝑎5, … ,  𝑎𝑅}  , and 𝑢1, 𝑎𝑡𝑡𝑟1 = {𝑎2, 𝑎3, 𝑎5} 

𝐴𝐴 is trying to figure out common attributes which puts the privacy of 𝑢1 at risk. 

𝑢1 Calculates the following and sends it to AA:  

𝑅1: (𝜆1𝑔1,  𝑎2𝜆1𝑔1, 𝑎2
2𝜆1𝑔1, 𝑎2

3𝜆1𝑔1, … , 𝑎2
𝑅−1𝜆1𝑔1  , 𝑎2

𝑅𝜆1𝑔1  ) 

𝑅2: (𝜆1𝑔1,  𝑎3𝜆1𝑔1, 𝑎3
2𝜆1𝑔1, 𝑎3

3𝜆1𝑔1, … , 𝑎3
𝑅−1𝜆1𝑔1, 𝑎3

𝑅𝜆1𝑔1  ) 

𝑅3: (𝜆1𝑔1,  𝑎5𝜆1𝑔1, 𝑎5
2𝜆1𝑔1, 𝑎5

3𝜆1𝑔1, … , 𝑎5
𝑅−1𝜆1𝑔1, 𝑎5

𝑅𝜆1𝑔1  ) 

AA calculates: 

  𝑆 = 𝜆1𝑔1 +   𝑎𝑖𝜆1𝑔1 + 𝑎𝑖
2𝜆1𝑔1 + ⋯ + 𝑎𝑖

𝑅−1𝜆1𝑔1 

∴  𝑆 = (1 +   𝑎𝑖 + 𝑎𝑖
2 + ⋯ + 𝑎𝑖

𝑅−1)𝜆1𝑔1 
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From geometric series summation rule: 

𝑆 = (𝑎𝑖 − 1)−1(𝑎𝑖
𝑅 − 1)𝜆𝑖𝑔1 

(𝑎𝑖 − 1)𝑆 = (𝑎𝑖
𝑅 − 1)𝜆𝑖𝑔1 

(𝑎𝑖 − 1)𝑆 = (𝑎𝑖
𝑅𝜆𝑖𝑔1 − 𝜆𝑖𝑔1) 

(𝑥 − 1)𝑆 = (𝑎𝑖
𝑅𝜆𝑖𝑔1 − 𝜆𝑖𝑔1) 

For 𝑅1, AA substitutes   for the value of 𝑥  with his first attribute  𝑎1 in (𝑥 − 1)𝑆 = (𝑎2
𝑅𝜆1𝑔1 − 𝜆1𝑔1) which 

does not satisfy the equation then try for 𝑎2 . Now it satisfies the equation and 𝑎2 is known. AA repeats the 

process for the second row substituting in the equation (𝑥 − 1)𝑆 = (𝑎5
𝑅𝜆1𝑔1 − 𝜆1𝑔1) starting from 𝑎1  till 

reaching 𝑎5 which satifies the equation and so on. 

B. Second Loophole 

Any non honest member  𝑢𝑖 can pretend that he has more than his actual number of attributes which gives 

him a higher authority. 

Attack 3. Let  𝐴𝐴 has:  𝐴𝑡𝑟𝑟 = {𝑎1, 𝑎2,  𝑎3,  𝑎4,  𝑎5, … ,  𝑎𝑅}  and 𝑢1 who is  non honest member has 𝑎𝑡𝑡𝑟1 =
{𝑎1, 𝑎2, 𝑎3} .𝑢1   calculates the following : 

𝑅1 ∶  (𝜆1𝑔1,  𝑎1𝜆1𝑔1, 𝑎1
2𝜆1𝑔1, 𝑎1

3𝜆1𝑔1, … , 𝑎1
𝑅𝜆1𝑔1  ) 

𝑅2 ∶ (𝜆1𝑔1,  𝑎2𝜆1𝑔1, 𝑎2
2𝜆1𝑔1, 𝑎2

3𝜆1𝑔1, … , 𝑎2
𝑅𝜆1𝑔1  ) 

𝑅3 ∶ (𝜆1𝑔1,  𝑎3𝜆1𝑔1, 𝑎3
2𝜆1𝑔1, 𝑎3

3𝜆1𝑔1, … , 𝑎3
𝑅𝜆1𝑔1  ) 

, then 𝑢1 calculates 2𝑅1 , 2𝑅2 , 2𝑅3 , (𝑅1 +  𝑅2), 

 (𝑅1 + 𝑅3) and (𝑅2 + 𝑅3) . 𝑢1 starts to calculate these combinations  

{2𝑅1: (2𝜆1𝑔1, 2 𝑎1𝜆1𝑔1, 2𝑎1
2𝜆1𝑔1, 2𝑎1

3𝜆1𝑔1, . . . ,2𝑎1
𝑅𝜆1𝑔1  ) 

, 2𝑅2: (2𝜆1𝑔1,  2𝑎2𝜆1𝑔1, 2𝑎2
2𝜆1𝑔1, 2𝑎2

3𝜆1𝑔1, … , 2𝑎2
𝑅𝜆1𝑔1  ) 

, 2𝑅3: (2𝜆1𝑔1, 2 𝑎3𝜆1𝑔1, 2𝑎3
2𝜆1𝑔1, 2𝑎3

3𝜆1𝑔1, … ,2𝑎3
𝑅𝜆1𝑔1  ) 

, 𝑅1 + 𝑅2: (2𝜆1𝑔1, ( 𝑎1 + 𝑎2)𝜆1𝑔1, (𝑎1
2 + 𝑎2

2)𝜆1𝑔1, (𝑎1
3 

+𝑎2
3)𝜆1𝑔1, … , (𝑎1

𝑅 + 𝑎2
𝑅)𝜆1𝑔1  ) 

, 𝑅2 + 𝑅3: (2𝜆1𝑔1, ( 𝑎2 + 𝑎3)𝜆1𝑔1, (𝑎2
2 + 𝑎3

2)𝜆1𝑔1, (𝑎2
3 

+𝑎3
3)𝜆1𝑔1, … , (𝑎2

𝑅 + 𝑎3
𝑅)𝜆1𝑔1  ) 

, 𝑅1 + 𝑅3: (2𝜆1𝑔1, ( 𝑎1 + 𝑎3)𝜆1𝑔1, (𝑎1
2 + 𝑎3

2)𝜆1𝑔1, (𝑎1
3 

+𝑎3
3)𝜆1𝑔1, … , (𝑎1

𝑅 + 𝑎3
𝑅)𝜆1𝑔1  ) 

𝛽 = (2𝑎1 + 2𝑎2 + 2𝑎3 +  ( 𝑎1 + 𝑎2) + ( 𝑎2 + 𝑎3) + 

( 𝑎1 + 𝑎3))𝜆1𝑠𝑘𝑢1
𝑔1 

𝑝𝑘𝑢1
= 𝑠𝑘𝑢1

𝑔1 

𝑢1  sends the previous combinations,  𝛽  and 𝑝𝑘𝑢1
 to AA. AA calculates  𝛾 = (2 𝑎1𝜆1𝑔1 +  2𝑎2𝜆1𝑔1 +

2 𝑎3𝜆1𝑔1 + ( 𝑎1 + 𝑎2) 𝜆1𝑔1 + ( 𝑎2 + 𝑎3)𝜆1𝑔1 +  ( 𝑎1 + 𝑎3)𝜆1𝑔1  then verifies the equation 𝑒(𝛽, 𝑔1) =
𝑒(𝛾, 𝑝𝑘𝑢1

). Let us check it mathematically.  

𝐿𝐻𝑆 = 𝑒(𝛽, 𝑔1) = 

𝑒((2𝑎1 + 2𝑎2 + 2𝑎3 +  ( 𝑎1 + 𝑎2) + ( 𝑎2 + 𝑎3) + ( 𝑎1 + 𝑎3))𝜆1𝑠𝑘𝑢1
𝑔1, 𝑔1) = 

𝑒((4𝑎1 + 4𝑎2 + 4𝑎3)𝜆1𝑠𝑘𝑢1
𝑔1, 𝑔1) = 𝑒(𝑔1, 𝑔1)(4𝑎1+4𝑎2+4𝑎3)𝜆1𝑠𝑘𝑢1  

𝑅𝐻𝑆 = 𝑒(𝛾, 𝑝𝑘𝑢1
) 

𝑒((2𝑎1 + 2𝑎2 + 2𝑎3 +  ( 𝑎1 + 𝑎2) + ( 𝑎2 + 𝑎3) + ( 𝑎1 + 𝑎3))𝜆1𝑔1, 𝑠𝑘𝑢1
𝑔1) = 

𝑒((4𝑎1 + 4𝑎2 + 4𝑎3)𝜆1𝑔1, 𝑠𝑘𝑢1
𝑔1) = 𝑒(𝑔1, 𝑔1)(4𝑎1+4𝑎2+4𝑎3)𝜆1𝑠𝑘𝑢1  
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𝑒(𝛾, 𝑝𝑘𝑢1
) = 𝑒(𝑔1, 𝑔1)(4𝑎1+4𝑎2+4𝑎3)𝜆1𝑠𝑘𝑢1  

𝐿𝐻𝑆 = 𝑅𝐻𝑆 

Identity verification is successful. AA uses his polynomial for attributes authentication:  

𝑓(𝑥) = 𝑏𝑜 + 𝑏1𝑥 + 𝑏2𝑥2 + 𝑏3𝑥3 + 𝑏4𝑥4 + ⋯ + 𝑏𝑅𝑥𝑅 

First attribute authentication: 

𝑏𝑜2𝜆1𝑔1 + 𝑏1 2 𝑎1𝜆1𝑔1 + 𝑏2 2𝑎1
2𝜆1𝑔1 + ⋯ + 𝑏𝑅2𝑎1

𝑅𝜆1𝑔1  

= (𝑏𝑜 + 𝑏1  𝑎1 + 𝑏2 𝑎1
2 + 𝑏3𝑎1

3 + ⋯ + 𝑏𝑅𝑎1
𝑅)2𝜆1𝑔1  = 𝑓( 𝑎1)2𝜆1𝑔1 

= (0,0) 

Second attribute authentication: 

𝑏𝑜2𝜆1𝑔1 + 𝑏1 2 𝑎2𝜆1𝑔1 + 𝑏2 2𝑎2
2𝜆1𝑔1 + ⋯ + 𝑏𝑅2𝑎2

𝑅𝜆1𝑔1 

= (𝑏𝑜 + 𝑏1  𝑎2 + 𝑏2 𝑎2
2 + 𝑏3𝑎2

3 + ⋯ + 𝑏𝑅𝑎2
𝑅)2𝜆1𝑔1  = 𝑓( 𝑎2)2𝜆1𝑔1 = (0,0) 

Third attribute authentication: 

𝑏𝑜2𝜆1𝑔1 + 𝑏1 2 𝑎3𝜆1𝑔1 + 𝑏2 2𝑎3
2𝜆1𝑔1 + ⋯ + 𝑏𝑅2𝑎3

𝑅𝜆1𝑔1  

= (𝑏𝑜 + 𝑏1  𝑎3 + 𝑏2 𝑎3
2 + 𝑏3𝑎3

3 + ⋯ + 𝑏𝑅𝑎3
𝑅)2𝜆1𝑔1  = 𝑓( 𝑎3)2𝜆1𝑔1 = (0,0) 

Fourth attribute authentication: 

(𝑏𝑜2𝜆1𝑔1 + 𝑏1 ( 𝑎1 + 𝑎2)𝜆1𝑔1 + 𝑏2 (𝑎1
2 + 𝑎2

2)𝜆1𝑔1 

+𝑏3(𝑎1
3 + 𝑎2

3)𝜆1𝑔1 + ⋯ + 𝑏𝑅(𝑎1
𝑅 + 𝑎2

𝑅)𝜆1𝑔1  ) 

= (𝑏𝑜𝜆1𝑔1 + 𝑏1 𝑎1𝜆1𝑔1 + 𝑏2 𝑎1
2𝜆1𝑔1 + ⋯ + 𝑏𝑅𝑎1

𝑅𝜆1𝑔1) 

+(𝑏𝑜𝜆1𝑔1 + 𝑏1  𝑎2𝜆1𝑔1 + 𝑏2 𝑎2
2𝜆1𝑔1 + ⋯ + 𝑏𝑅𝑎2

𝑅𝜆1𝑔1) 

= (𝑏𝑜 + 𝑏1  𝑎1 + 𝑏2 𝑎1
2 + 𝑏3𝑎1

3 + ⋯ + 𝑏𝑅𝑎1
𝑅)𝜆1𝑔1 + 

(𝑏𝑜 + 𝑏1  𝑎2 + 𝑏2 𝑎2
2 + 𝑏3𝑎2

3 + ⋯ + 𝑏𝑅𝑎2
𝑅)𝜆1𝑔1 

= 𝑓( 𝑎1)𝜆1𝑔1 + 𝑓( 𝑎2)𝜆1𝑔1 

= (0,0) 

Fifth attribute authentication: 

(𝑏𝑜2𝜆1𝑔1 + 𝑏1 ( 𝑎3 + 𝑎2)𝜆1𝑔1 + 𝑏2 (𝑎3
2 + 𝑎2

2)𝜆1𝑔1 

+𝑏3(𝑎3
3 + 𝑎2

3)𝜆1𝑔1 + ⋯ + 𝑏𝑅(𝑎3
𝑅 + 𝑎2

𝑅)𝜆1𝑔1  ) 

= (𝑏𝑜𝜆1𝑔1 + 𝑏1 𝑎3𝜆1𝑔1 + 𝑏2 𝑎3
2𝜆1𝑔1 + ⋯ + 𝑏𝑅𝑎3

𝑅𝜆1𝑔1) 

+(𝑏𝑜𝜆1𝑔1 + 𝑏1  𝑎2𝜆1𝑔1 + 𝑏2 𝑎2
2𝜆1𝑔1 + ⋯ + 𝑏𝑅𝑎2

𝑅𝜆1𝑔1) 

= (𝑏𝑜 + 𝑏1  𝑎3 + 𝑏2 𝑎3
2 + 𝑏3𝑎3

3 + ⋯ + 𝑏𝑅𝑎3
𝑅)𝜆1𝑔1 + 

(𝑏𝑜 + 𝑏1  𝑎2 + 𝑏2 𝑎2
2 + 𝑏3𝑎2

3 + ⋯ + 𝑏𝑅𝑎2
𝑅)𝜆1𝑔1 

= 𝑓( 𝑎3)𝜆1𝑔1 + 𝑓( 𝑎2)𝜆1𝑔1 

= (0,0) 

Sixth attribute authentication: 

(𝑏𝑜2𝜆1𝑔1 + 𝑏1 ( 𝑎1 + 𝑎3)𝜆1𝑔1 + 𝑏2 (𝑎1
2 + 𝑎3

2)𝜆1𝑔1 

+𝑏3(𝑎1
3 + 𝑎3

3)𝜆1𝑔1 + ⋯ + 𝑏𝑅(𝑎1
𝑅 + 𝑎3

𝑅)𝜆1𝑔1  ) 

= (𝑏𝑜𝜆1𝑔1 + 𝑏1 𝑎1𝜆1𝑔1 + 𝑏2 𝑎1
2𝜆1𝑔1 + ⋯ + 𝑏𝑅𝑎1

𝑅𝜆1𝑔1) 

+(𝑏𝑜𝜆1𝑔1 + 𝑏1  𝑎3𝜆1𝑔1 + 𝑏2 𝑎3
2𝜆1𝑔1 + ⋯ + 𝑏𝑅𝑎3

𝑅𝜆1𝑔1) 

= (𝑏𝑜 + 𝑏1  𝑎1 + 𝑏2 𝑎1
2 + 𝑏3𝑎1

3 + ⋯ + 𝑏𝑅𝑎1
𝑅)𝜆1𝑔1 + 
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(𝑏𝑜 + 𝑏1  𝑎3 + 𝑏2 𝑎3
2 + 𝑏3𝑎3

3 + ⋯ + 𝑏𝑅𝑎3
𝑅)𝜆1𝑔1 

= 𝑓( 𝑎1)𝜆1𝑔1 + 𝑓( 𝑎3)𝜆1𝑔1 

= (0,0) 

It is obvious now that  𝑢𝑖 can make any linear combination of rows to pretend that he has more than his 

actual attributes .If he has 3 rows then he can generate valid  fake 6 rows. He can repeat the same steps for the 

6 fake rows and gets 21 valid fake rows and so on. We can deuce that if  𝑢𝑖 has 𝑛 valid rows then he can 

generate number of attributes equals: 

𝑛𝑓𝑎𝑘𝑒 = (
𝑛

2
) + 𝑛 . 

𝑛𝑓𝑎𝑘𝑒
′ = (

𝑛𝑓𝑎𝑘𝑒

2
) + 𝑛𝑓𝑎𝑘𝑒 

C. Third Loophole 

The protocol under study is not secure against an impersonator’s attack. Any non honest or illegal member 

𝑢𝑖 can pretend to be the sponsor 𝑢𝑗 of key establishment to initiate an invalid group key establishment session 

and counterfeit the valid signature 𝜑𝑗 although the impersonator 𝑢𝑖 doesnot know the private key 𝑠𝑘𝑢𝑗
 of 𝑢𝑗 . 

Attack 4. Assume that 𝑢𝑖 is nonhonest member who intends to launch impersonation attack and pretend to be 

𝑢𝑗. 

1. The attacker 𝑢𝑖  searches for some attribute privilege values and corresponding privilege grade 𝜂𝑖,ℎ 

information from the information pool, and selects the members set 𝑢𝑘(𝑖 < 𝑘 ≤ 𝑙, 𝑘 ≠ 𝑗). 

2. The attacker 𝑢𝑖  claculates 𝑤𝑖,1 = 𝐻2(𝐾𝑖,1), 𝑤𝑖,2 = 𝐻2(𝐾𝑖,2), … , 𝑤𝑖,𝑟 =  𝐻2(𝐾𝑖,𝑟)  and selects integer 

𝑚𝑖
′ ∈ ℤ𝑞

∗ , where 𝑚𝑖
′ = −𝑟−1(𝑤𝑖,1 + 𝑤𝑖,2 + ⋯ 𝑤𝑖,r)𝑚𝑜𝑑 𝑞 , assume that 𝑀𝑖

′ = 𝑚𝑖
′𝜂,ℎ  is the group key 

decryption. 

3. 𝑢𝑖 constructs a (r − 1)-th degree fake polynomial 𝑓(𝑥) = 𝑔1𝑥𝑟−1 + 𝑔1𝑥𝑟−2 + ⋯ + 𝑔1𝑥2 + 𝜂,ℎ𝑥 + 𝑀𝑖
′ 

and 𝑓(0) = 𝑀𝑖
′, then he computes 𝑓(𝑤𝑖,1) = 𝑦𝑖,1, 𝑓(𝑤𝑖,2) = 𝑦𝑖,1, 𝑓(𝑤𝑖,2) = 𝑦𝑖,2, … , 𝑓(𝑤𝑖,𝑟) = 𝑦𝑖,𝑟   

4.    𝑢𝑖 uses 𝑃𝐾𝑔−𝑢𝑖
= (𝑝𝑢𝑖

, 𝜂𝑖,ℎ)  as encryption key of group where 𝑝𝑢𝑖
=𝑚𝑖

′ 𝑃𝐾𝐴   and 𝑆𝐾𝑔−𝑢𝑖
= 𝑀𝑖

′  as 

decryption key of group.  

5. The hardest part of this attack is counterfeiting the valid signature 𝜑𝑗 using the public key 𝑝𝑘𝑢𝑗
 of the 

real sponsor 𝑢𝑗 , the attacker 𝑢𝑖 computes  

𝑧𝑖,1 = (𝑤𝑖,1 − 1)−1(𝑤𝑖,1
𝑟 − 𝑤𝑖,1

2)𝑝𝑘𝑢𝑗
 

𝑧𝑖,2 = (𝑤𝑖,2 − 1)−1(𝑤𝑖,2
𝑟 − 𝑤𝑖,2

2)𝑝𝑘𝑢𝑗
 

…, 

𝑧𝑖,𝑟 = (𝑤𝑖,𝑟 − 1)−1(𝑤𝑖,𝑟
𝑟 − 𝑤𝑖,𝑟

2)𝑝𝑘𝑢𝑗
 

For simplicity let 𝐵𝑖,𝑟 = (𝑤𝑖,𝑟 − 1)−1(𝑤𝑖,𝑟
𝑟 − 𝑤𝑖,𝑟

2) 

Then we find  

𝑧𝑖,1 = 𝐵𝑖,1𝑝𝑘𝑢𝑗
 

𝑧𝑖,2 = 𝐵𝑖,2𝑝𝑘𝑢𝑗
 

…, 

𝑧𝑖,𝑟 = 𝐵𝑖,𝑟𝑝𝑘𝑢𝑗
 

Simply, the fake signature is: 

𝜑𝑗
′ = 𝑧𝑖,1 + 𝑧𝑖,2 + ⋯ + 𝑧𝑖,𝑟  

𝜑𝑗
′ = (𝐵𝑖,1 + 𝐵𝑖,2 + ⋯ + 𝐵𝑖,𝑟)𝑝𝑘𝑢𝑗

 

6. 𝑢𝑖 broadcasts the authentication parameters  {(𝑦𝑖,1, 𝑦𝑖,2, … , 𝑦𝑖,𝑟), (𝑝𝑢𝑖
, 𝜂𝑖,ℎ), 𝜑𝑗

′} to all terminals 𝑢𝑘(𝑖 <

𝑘 ≤ 𝑙, 𝑘 ≠ 𝑗).  Every single member 𝑢𝑘(𝑖 < 𝑘 ≤ 𝑙, 𝑘 ≠ 𝑗) in the group who got the broadcasted 

authentication data  {(𝑦𝑖,1, 𝑦𝑖,2, … , 𝑦𝑖,𝑟), (𝑝𝑢𝑖
, 𝜂𝑖,ℎ), 𝜑𝑗

′}  from 𝑢𝑖 , calculates 𝜙𝑘 = 𝑦𝑖,1 + 𝑦𝑖,2 + ⋯ + 𝑦𝑖,𝑟 

and verifies the signature and identity of 𝑢𝑖 through the pairing  equation 𝑒(𝜑𝑗
′ , 𝑔1) = 𝑒 (𝜙𝑘, 𝑝𝑘𝑢𝑗

). 

We can prove that the previous equation holds as follows: 
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𝜙𝑘 = 𝑦𝑖,1 + 𝑦𝑖,2 + ⋯ + 𝑦𝑖,𝑟 , where  𝑦𝑖,1 =  𝑓(𝑤𝑖,1) = 

𝑔1𝑤𝑖,1
𝑟−1 + 𝑔1𝑤𝑖,1

𝑟−2 + ⋯ + 𝑔1𝑤𝑖,1
2 + 𝜂,ℎ𝑤𝑖,1 + 𝑀𝑖

′ 

From the summation of geometric series we consider: 

𝑦𝑖,1 = (𝑤𝑖,1 − 1)−1(𝑤𝑖,1
𝑟 − 𝑤𝑖,1

2)𝑔1 + 𝜂,ℎ𝑤𝑖,1 + 𝑀𝑖
′ 

𝑦𝑖,2 = (𝑤𝑖,2 − 1)−1(𝑤𝑖,2
𝑟 − 𝑤𝑖,1

2)𝑔1 + 𝜂,ℎ𝑤𝑖,2 + 𝑀𝑖
′ 

…, 

𝑦𝑖,r = (𝑤𝑖,𝑟 − 1)−1(𝑤𝑖,𝑟
𝑟 − 𝑤𝑖,1

2)𝑔1 + 𝜂,ℎ𝑤𝑖,r + 𝑀𝑖
′ 

But 𝐵𝑖,𝑟 = (𝑤𝑖,𝑟 − 1)−1(𝑤𝑖,𝑟
𝑟 − 𝑤𝑖,𝑟

2) and 𝑀𝑖
′ = 𝑚𝑖

′𝜂,ℎ then we can write the previous equations in the 

following form: 

𝑦𝑖,1 = 𝐵𝑖,1𝑔1 + 𝜂,ℎ𝑤𝑖,1 + 𝑚𝑖
′𝜂,ℎ 

𝑦𝑖,2 = 𝐵𝑖,2𝑔1 + 𝜂,ℎ𝑤𝑖,2 + 𝑚𝑖
′𝜂,ℎ 

…, 

𝑦𝑖,r = 𝐵𝑖,𝑟𝑔1 + 𝜂,ℎ𝑤𝑖,r + 𝑚𝑖
′𝜂,ℎ 

Finally, 𝜙𝑘 = 𝑦𝑖,1 + 𝑦𝑖,2 + ⋯ + 𝑦𝑖,𝑟 

= (𝐵𝑖,1 + 𝐵𝑖,2 + ⋯ + 𝐵𝑖,𝑟)𝑔1  

+(𝑤𝑖,1 + 𝑤𝑖,2 + ⋯ 𝑤𝑖,r)𝜂,ℎ + 𝑟 𝑚𝑖
′𝜂,ℎ 

Then 𝜙𝑘 = (𝐵𝑖,1 + 𝐵𝑖,2 + ⋯ + 𝐵𝑖,𝑟)𝑔1  

+(𝑤𝑖,1 + 𝑤𝑖,2 + ⋯ 𝑤𝑖,r + 𝑟 𝑚𝑖
′)𝜂,ℎ 

We can prove, simply that: 

 (𝑤𝑖,1 + 𝑤𝑖,2 + ⋯ 𝑤𝑖,r + 𝑟 𝑚𝑖
′)𝜂,ℎ = (0,0) as  

𝑚𝑖
′ = −𝑟−1(𝑤𝑖,1 + 𝑤𝑖,2 + ⋯ 𝑤𝑖,r) 

𝑢𝑘 finds the final value of  

 𝜙𝑘 = (𝐵𝑖,1 + 𝐵𝑖,2 + ⋯ + 𝐵𝑖,𝑟)𝑔1 , let’s check the pairing equation 

𝑒(𝜑𝑗
′ , 𝑔1) = 𝑒 (𝜙𝑘, 𝑝𝑘𝑢𝑗

) 

𝑅𝐻𝑆 = 𝑒 (𝜙𝑘 , 𝑝𝑘𝑢𝑗
) 

= 𝑒 ((𝐵𝑖,1 + 𝐵𝑖,2 + ⋯ + 𝐵𝑖,𝑟)𝑔1, 𝑠𝑘𝑢𝑗
𝑔1) 

= 𝑒(𝑔1, 𝑔1)
(𝐵𝑖,1+𝐵𝑖,2+⋯+𝐵𝑖,𝑟)𝑠𝑘𝑢𝑗  

𝐿𝐻𝑆 = 𝑒(𝜑𝑗
′ , 𝑔1) 

= 𝑒 ((𝐵𝑖,1 + 𝐵𝑖,2 + ⋯ + 𝐵𝑖,𝑟)𝑠𝑘𝑢𝑗
𝑔1, 𝑔1) 

= 𝑒(𝑔1, 𝑔1)
(𝐵𝑖,1+𝐵𝑖,2+⋯+𝐵𝑖,𝑟)𝑠𝑘𝑢𝑗  

𝐿𝐻𝑆 = 𝑅𝐻𝑆 

It is clear the signature forgery is successful as the pairing equation holds. 

7. 𝑢𝑘 compares its authority or privilege value 𝜂𝑘,ℎ with the recieved privilege value 𝜂𝑖,ℎ of the attacker 

𝑢𝑖 . And finds it the same. He can check that the attribute permission value of him is identical to the 

permission values of the sponsor. (that means {𝐾𝑘,1 = 𝐾𝑖,1, 𝐾𝑘,2 = 𝐾𝑖,2, … , 𝐾𝑘,𝑟 = 𝐾𝑖,𝑟}) . 

8. 𝑢𝑘  uses the  values {𝐾𝑘,1, 𝐾𝑘,2, … , 𝐾𝑘,𝑟} and computes 𝑤𝑘,1 = 𝐻2(𝐾𝑘,1), 𝑤𝑘,2 = 𝐻2(𝐾𝑘,2), … , 𝑤𝑘,𝑟 =

𝐻2(𝐾𝑘,𝑟)  then reconstructs a polynomial 𝑓(𝑥) = ∑𝜒=1
𝑟   (∏1≤𝜛≤𝑟,𝜛≠𝜒  

𝑥−𝑤𝑘,𝜛

𝑤𝑘,𝜒−𝑤𝑘,𝜛
) 𝑦𝑖,𝜒 substituting the 

values {(𝑤𝑘,1, 𝑦𝑖,1), (𝑤𝑘,2, 𝑦𝑖,2), … , (𝑤𝑘,𝑟 , 𝑦𝑖,𝑟)} using Lagrange Interpolation and computes the key  

 𝑀𝑘 = 𝑓(0) = ∑𝜒=1
𝑟  (∏1≤𝜛≤𝑟,𝜛≠𝜒  

−𝑤𝑘,𝜛

𝑤𝑘,𝜒−𝑤𝑘,𝜛
) 𝑦𝑖,𝜒 = 𝑀𝑖 where 𝑀𝑖 is decryption key. 

9. 𝑢𝑘 obtains the encryption key og group 𝑃𝐾𝑔−𝑢𝑘
= (𝑝𝑢𝑘

, 𝜂𝑘,ℎ) = (𝑝𝑢𝑖
, 𝜂𝑖,ℎ) from the transmitted 

messages {(𝑦𝑖,1, 𝑦𝑖,2, … , 𝑦𝑖,𝑟), (𝑝𝑢𝑖
, 𝜂𝑖,ℎ)} by 𝑢𝑖. 

10. All members of group 𝑢𝑘(𝑖 < 𝑘 ≤ 𝑙) could make sure of  key correctness by checking this equation 

𝑒(𝑝𝑢𝑘
, 𝜂𝑘,ℎ) = 𝑒(𝑀𝑘, 𝑃𝐾𝐴) 
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𝐿𝐻𝑆 = 𝑒(𝑝𝑢𝑘
, 𝜂𝑘,ℎ) 

= 𝑒(𝑚𝑖
′ 𝑆𝐾𝐴𝑔1,  𝑆𝐾𝐴(𝑡𝑘,1 + 𝑡𝑘,2 + ⋯ + 𝑡𝑘,𝑟)𝑔1) 

= 𝑒(𝑔1, 𝑔1)𝑚𝑖
′ 𝑆𝐾𝐴.𝑆𝐾𝐴(𝑡𝑘,1+ 𝑡𝑘,2+⋯+𝑡𝑘,𝑟) 

𝑅𝐻𝑆 = 𝑒(𝑀𝑘, 𝑃𝐾𝐴) 

= 𝑒(𝑚𝑖
′𝜂𝑘,ℎ,  𝑆𝐾𝐴𝑔1) 

= 𝑒(𝑚𝑖
′ 𝑆𝐾𝐴(𝑡𝑘,1 +  𝑡𝑘,2 + ⋯ + 𝑡𝑘,𝑟)𝑔1,  𝑆𝐾𝐴𝑔1) 

= 𝑒(𝑔1, 𝑔1)𝑚𝑖
′ 𝑆𝐾𝐴.𝑆𝐾𝐴(𝑡𝑘,1+ 𝑡𝑘,2+⋯+𝑡𝑘,𝑟) 

𝐿𝐻𝑆 = 𝑅𝐻𝑆 

Every member in group has ensured that his computed key is correct which means that our 

impersonation attack is successful. 

D. Fourth Loophole 

Non honest members with low number of attributes and different attributes can collude and exchange 

their secret attributes to get higher authority. 

Attack 5. Let two non honest members 𝑢1  and 𝑢2   have sets of attributes 𝑎𝑡𝑡𝑟1 = {𝑎2, 𝑎3, 𝑎5, 𝑎6}  and 

𝑎𝑡𝑡𝑟2 = {𝑎1, 𝑎4, 𝑎6, 𝑎7}  respectively. Every member have 3 attributes which are not subet of the other 

member attributes. If they shared their attributes between them 𝑎𝑡𝑡𝑟1
′ = 𝑎𝑡𝑡𝑟2

′ = {𝑎1, 𝑎2, 𝑎3, 𝑎4, 𝑎5,  𝑎6 , 𝑎7} , 

now they got higher authority and became able to access non allowable information. 

V. CONCLUSION 

One of the most important methods for ensuring the secure transmission of information across groups 

is group key agreement. This study examined the flaws and loopholes in the proposed protocol, AA was able 

to figure out the value of any attributes sent to him without solving DLP and he did not need to perform any 

polynomial calculations which seemed to be useless so that the purpose of protocol could not be achieved and 

information was leaked. Any member  𝑢𝑖 could pretend that he has more than his actual number of attributes 

which gives him a higher authority. We showed and proved that any non honest or illegal member 𝑢𝑖 can 

pretend that he has higher number of fake attributes more than the actual number he has.  
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