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ABSTRACT : In this paper, we demonstrate the weaknesses and loopholes found in GKA-PPAA (Group Key
Agreement Protocol Based on Privacy Protection and Attribute Authentication) protocol. The protocol under
study provides identity and attribute authentication. It claims that attributes are hidden using polynomial
calculations, then the trusted authority or attribute authority cannot figure out any value of attributes during
authentication. It, also divides members in the group into subsets according to the number of attributes. The
more attributes the participant has, the higher authority he gets. Simply, not all information could be shared to
all members with lower authority. The scheme under study claims also that it is resistant to impersonation
attack. In our paper we provide a cryptanalysis to the protocol under study. We present different attack
strategies and demonstrates the flaws in the scheme. Firstly, we will prove and show that AA has more than one
way to figure out the values of all members attributes. AA doesn’t need to try to solve (ECDLP). Secondly, we
will introduce an attack strategy which enables any member to get higher fake authority. Members with lower
number of attributes could pretend that they have higher number of fakes attributes. Thirdly, in our work, we
will launch impersonation attack. We will show that digital signature, proposed by the scheme cannot prevent
any illegal member to counterfeit that valid signature. This makes the scheme nonresistant to impersonation
attack. Finally, the scheme is nonresistant to collusion attack as we will demonstrate.

KEYWORDS Cryptanalysis, Attribute Authentication, Threshold Authority, Impersonation Attack, Collusion
Attack.
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I.  INTRODUCTION

Group key agreement protocols play a crucial role in achieving secure group communication over
untrusted networks. These protocols enable a group of communicating parties to establish a common secret key,
ensuring secure and confidential communication within the group. In recent years, significant research has been
conducted to develop and improve group key agreement protocols, addressing various security requirements and
challenges. The Diffie-Hellman protocol, proposed in 1976, was one of the pioneering protocols in this field. It
provided a foundation for subsequent protocols and laid the groundwork for secure group communication.
However, as research progressed, it became evident that the Diffie-Hellman protocol had certain limitations and
vulnerabilities [1]. To address these limitations, researchers proposed successors to the Diffie-Hellman protocol.
Tseng, in 2007, introduced a new group key agreement protocol specifically designed for secure group
communication in a mobile environment [2]. This protocol aimed to overcome the shortcomings of previous
protocols and achieve secure group communication in a mobile setting. However, Tseng's protocol was found to
be non-authenticated, meaning it lacked a mechanism to ensure the validity of transmitted. To address this issue,
proposed a new authenticated group key agreement protocol based on bilinear pairings. This protocol aimed to
provide authentication and ensure the integrity of the transmitted messages, enhancing the overall security of the
group communication. In addition to authentication, privacy protection is another important requirement in
group key agreement protocols. Privacy protection ensures that sensitive information remains confidential and is
only accessible to authorized parties. proposed a group key agreement protocol based on privacy protection and
attribute authentication (GKA-PPAA) [3]. This protocol aimed to address the key issues of identity
authentication, privacy protection, and information sharing access control in group key agreement. In our paper
we introduce a cryptanalysis to (GKA-PPAA). Furthermore, the security of authenticated group key agreement
protocols has been a subject of research. conducted a study to identify security vulnerabilities in existing
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protocols and propose measures to avoid them in future constructions [4]. Their research aimed to enhance the
security of group key agreement protocols, particularly in the context of secure multicasting in the Internet of
Things. Secure group communication is important for many collaborative and distributed Internet of Things
applications. [5] and [6] are two examples. [7] proposes a safe and efficient group key agreement technique for
VANET, which uses a fixed roadside unit to negotiate a dynamic session secret key, allowing for more steady
communication performance and faster encryption and decryption. to guarantee that cars in the VANET
communicate information in a secure manner [8,10] propose a multi-domain lightweight asymmetric group key
agreement protocol that uses bilinear mapping and blind key technology to achieve an asymmetric group key
agreement protocol among mobile terminals distributed across domains, as well as communication and
computation migration technologies. to guarantee that mobile terminals consume minimal processing and
connection resources while maintaining anonymity and authentication [11] Using Chebyshev chaotic maps,
presents an authenticated group key establishment protocol with user anonymity. It is multi-server compatible
and mobile environments, and it can survive reflection attacks and achieve contributory group key agreement
with user authentication. [12], [13] present a cross-domain light-weight asymmetric group key agreement for
establishing a secure and efficient group communication channel between sensor nodes. The computation and
communication overhead are both light in this protocol. [14] proposes a dynamic and cross-domain
authenticated asymmetric group key agreement to circumvent the security concerns of key escrow and the
complexity of certificate administration, this protocol uses a cross-domain authentication technique. It allows
nodes to update their group keys dynamically for forward secrecy and backward security, The member who
participated in the group key agreement can self-certify if the computed group keys are valid, as well as
achieving the key self-certified. [15], [16] offer a Certificateless One Way Group Key Agreement Protocol for
End-to-End Email Encryption, which is appropriate for implementing E2E email encryption. The group key
agreement does not require a certificate, as a result, there is no need for key escrow and no public key certificate
infrastructure, and it is a one-way group key agreement, so no back-and-forth message exchange is necessary. It
is an n-party group key agreement at the same time. The distribution of the group key for authorized vehicles is
proposed in [17,21] using a group key agreement method based on the Chinese remainder theorem. When a
vehicle joins or leaves a group, the group key can be modified. To distribute group keys for all cars, it requires a
third-party trustworthy entity with powerful computing and storage capabilities, and it poses security issues.

Due to the importance of group key agreement protocols, we provide a cryptanalysis of recent scheme
[1] and summarizes our contributions as follows:

1) We will prove and show that AA has more than one way to figure out the values of all members attributes.
That means, in practice, that the protocol under study cannot protect the person-al privacy of the participants.

2) We will introduce an attack strategy which enables any member to get higher fake authority. Members with
lower number of attributes could pretend that they have higher number of fakes attributes. This means that
information will be leaked to members with lower authority.

3) we will show that digital signature, proposed by the scheme cannot prevent any illegal member to counterfeit
that valid sig-nature which makes the scheme nonresistant to impersonation attack.

4) GKA-PPAA claims that it provides threshold authority but we show easily that non honest members with low
number of attributes and different attributes can collude and exchange their secret attributes to get higher
authority. This means that information will be leaked to members with lower authority.

The organization of paper is as the following: In section Il, we describe the summary of registration
phase of the attacked protocol; In section 111 we summarize the steps of establishing group key. In section 1V,
we analyze the loopholes of the protocol and show the mathematical proofs, needed. All notations and
definitions are shown in Table 1.

Table 1
Notation Definition
G, Additive group
G, Multiplicative group
q prime order of G,
g1 Generator of G,
e The admissible pairing
AA Attribute Authority
U set of network terminals or members
u; ith member in the set U
ID identity set of members
Attr ordered set of attributes of AA
R Total number of attributes
attr; Set of attributes of AA, attr; € Attr
Qi kth attribute of ith member
r Number of member attribute, r < R
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H,, H,, H; Hash functions
SK, Secret key of attribute authority
PK, Public key of attribute authority
sky; Secret key of w;
vk Public key of w;
Nin privilege grade
Vi Group public key parameter
A Random integer selected by u;
Syi Random integer selected by u;
PKy_y; Group encryption key
SKg—u; M; Group decryption key

Il. SUMMARY OF REGISTERATION PHASE
A.  Complexity Assumption and Bilinear Maps:

The attacked scheme is based on the theory of bilinear mapping. We describe it as the following. Assume that G,
is an additive group and G, is multiplicative group. Their prime order is g, where ¢ > 2! + 1, and [ is assumed to be
the security parameter of the group. g, is the generator of G; and g, is the generator of G, , the DLP of G; and G, are
very difficult. The admissible pairing e : G, X G; = G, has the following properties:

1. Bilinearity property: V u,v € Gy, leta,b € Z; then e(au, bv) = e(u, v)?;

2. Non-degeneracy property: 3 4, v € Gy, suchthat e(u,v) # 1;
3. Computability property: V u,v € G, there is an efficient way to compute e(u, v);
ltisclearthatv u,v,g, € G, thereise(u +v,g,) =e(u,, g)e, g,).

B. Parameters Initialization

The protocol assumes the network contains n network terminals. Let the set of network terminals or members
U = {uy, u,, .., u,} and their corresponding identity set is ID = {id,, id,,, ..., id,,}.Let the ordered set of
attributes by AA be Attr = {4, A,, ..., A, ..., Ag}. R is the total number of attributes , set is ordered then we find
Ay < Agyq, let the terminal set of attributes attr; = {a,-,l, Qi s Aifos ...,ai,} Any member has r attributes r < R
, set is ordered then we find a;; < a; 41 , I denotes the ith member and r denotes the rth attribute of the terminal
u;.7,R € N*,attr; € Attr. Assume that G, is an additive group and G, is multiplicative group. Their prime order is
q, where g = 2! + 1, and [ is assumed to be the security parameter of the group. g, is the generator of G, and g,
is the generator of G, , The admissible pairinge : G; X G; > G, is computable. There are three hash functions
H: {01} - Z;, Hy: Gy —» Z;, Hy: G, - Zg, Attribute Authority selects secret key SK, € Z; then
calculates public key PK, = SK,g,. Also, terminal member u; selects a random number s,; € Z; .Now u;
calculates his secret key sk,; = H; (idy;) s,; and his public key pk,; = sk,;g;.and selects A; € Z;. It is obvious
that the system parameters are in the set parameters = { PK,, G,, G,, g1, q,e, H,, H,, H3}.

C. Members Registration Phase
The following steps summarize the registration phase:

1. AA constructs a polynomial of Rth degree and its roots are in the set Attr = {4, A,, ..., Ay, ..., A}, f(x) =
(x—AD(x—A4y) .. (x — Ag_)(x — Ag) = by + byx + byx? + -+ + bg_ xR~ + bpxR.

2. Every terminal network u; with attribute set attr; = {ai,l, Qi 2y ons Qs oors aim} calculates the following:
{(Aigl ) ai,lliglv aiz,lliglv ] aflligl)!
(Aigl ) ai,Zliglt aiz,zliglt i aleigl)'

(&'91 2 irhiga, aiz,r)lig1' e afrlligl)}
and ﬂi = (ai'l + ai’z + -+ ai’r) Skui}'igl' then
sends them to AA in addition to u;’s public key pk,; .

3. AAreceives the sent parameters from w; and calculates: y; = a;,4;91 + a;24;91 + -+ a;, 4,94

then makes identity verification of terminal u; through the equation e(8;, g1) = e(y;, pky;). If it holds,
the identity of the terminal w; is verified successfully.

4.  AA starts to check the valid attributes and counts them without knowing their values through calculating the
following:
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boAig: + bia; 1 Aigs + blaiz,l)]-igl + -t bRaslligl = f(a;1)Aig:
boAigs + bia;Aigs + blaiz,z/ligl + -t bRaleiéh = f(ai2)Aig:

boAigs + blai,rligl + blaiz,rligl + ot bRafrAigl = f(ai,r))ligl

If f(ai1)Aig1 =0, f(aiz)Aigs =0, ..., f(a;, )29, = 0 then it is obvious that attr; € Attr, and the sent
attributes are valid.

5. AA counts the number of attributes, which satisfied the polynomial then divides the authority or privilege
level according to the number of attributes they have so AA chooses numbers of positive integers equals to
number of attributes for each member. AA selects ¢; 4, t;, ..., t; € Zz and calculates {T;; = t;;1;9,,T;» =
ti2Aig1,, - Tir = ti;A;91}. Also calculates the privilege grade 7, = SKA(t,-,1 + tip+ e+ ti_r)g1 then
sends the parameter { y;,1; », Ti 1, T; 2, ..., Ti r} 1O register.

6. u; receives the parameter { y;, n;p, Ti1,Tiz, -, Tir} from AA and calculates &; = A;'T;; + ;7' Ty, + - +
AT, = (tiy + tip + -+ tiy )91 w; Starts to verify the identity of AA using the equation e(n;, g1) =
e(g;, PK,) If it holds the identity of the AA is verified successfully.

7. u; computes the attribute permission values K;; = A;7'T;y =t;191,Kiz = A7'Tip = ti204, - Kiy =
AT, = t;,g, and registration is done successfully. Every member has number of attribute permission values
K; » equal to the number of attributes he has.

8.  Finally, AA shares all public values of all members in an information pool.

l. I11. COMPUTING GROUP KEY WITH DIFFERENT ATTRIBUTE PERMISSIONS
If member u;(1 < j < n) who has set of attributes a,,, = {aj,1. Q2 e aj‘r} and the authority or privilege value
Njn = SI(’A(t,-,1 +t,t+ o+ t,-,)g1 needs to establish group to share information share the information with

other members who have the same grade of authority, it can select them from the information pool on the
platform of AA and constructs a subgroup as follows:

1. The member or sponser u; that needs to share secret information with members that have same grade of
authority. He searches for some attribute privilege values and corresponding privilege grade information
from the information pool, and selects the members set T = {w;, wj1y, .. w; }G < 1).

2. The sponsor u; gets the public information Ty 4, ..., Ty of every u, (j < k < 1) from the information pool
and computes the following Ty, = Yk Tio = DkmjAegs AN Tyri = Srey Tke i Tir = Treatie (4 + - +
2)91 = (tia + -+t ) (A + -+ 2) g1

3. u; selects random integer m; € Zj, and calculates:

Pu; = My Tpup, My = 1T, w1 = Hp(Kj 1), Wi2 = Ha(Kj2), ., Wi = Ha(K; ) then constructs a (r — 1)-
th degree polynomial f(x) = m;K;,_;x"~* 4+ --- 4+ m;K; 1x + M; corresponding to the attribute permission
values {K; ;,K; 5, ..., K; -} that it were calculated before and £(0) = M;, then it computes f(w;,) =
Yj,pf(Wj,z) = Yj,pf(Wj,z) =Yj2 ---:f(Wj,r) =Yjr

4. wjcalculates ¢; = skuj(yj,1 +yj, 4+ y,)and uses PKy oy = (pu,-'nj,h) as encryption key of group
and SKg—u; = M; as decryption key of group ,

5. u; broadcasts the authentication parameters {(yj,l,yjlz, ...,y,-,r), (puj,n]-,h),(pj} to all terminals U =
{uj,uj+1, ...ul}(j <D

6. Every single member w,(j <k <Lk +#j) in the group who got the broadcasted authentication
data {(yj,l,yj_z, wrVir ) (puj,nj_h),qoj} from w;, calculates ¢y =y, +y;2 + -+, and verifies the
signature and identity of u; through the pairing equation e(go,-,gl) =e (d)k,pkui). If it holds, u;, compares
its authority or privilege value 7, , with the received privilege value n; , of the sponsor w;. If it has the same

level of privilege or higher grade of privilege than n; ,, it can check that the attribute permission value of
him is identical to the permission values of the sponsor. (that means {Kk,1 =Kj1,Kip = Kjgy o) Ky =

Kir}).
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7. Uy uses the Va|UES {Kk,1' KK,Z' ey Kk,r} and Computes Wk,l = HZ(KR,I)' Wk,z = HZ(Kk,Z)! ""Wk,T = HZ (Kk,‘r)
then reconstructs a polynomial f(x), where polynomial

fOO) =30 (Hlsmsr,m#x admdisod )ym substituting the values {(wy. 1, ¥j.1), Wiz, ¥j2)s wer (Wier Vi) }

Wkx~Wkwo

using Lagrange Interpolation and computes the key M, = f(0),

fO)=3r_, (Hlsmsr,m#x &) ¥jx = M; where M; is decryption key.

Wk,x~Wkwo

8. w obtains the encryption key group PK,_,, = (puk,nk,h) = (puj,n,-,h) from the transmitted messages

{(y,-,l, Vi Yir): (Pu,-' Uj,n)} by w;.

9. All members of group u, (j < k < 1) do not need to exchange hash values of the of the computed key to
make sure of key correctness. They need only to check this equation (py,, mxx) = e(My, PK,) , if it holds,
the computed keys are correct and the same.

. IV. CRYPTANALYSIS OF THE STUDIED PROTOCOL

A. First Loophole

AA can figure out any value of the attributes sent  to him without solving ECDLP which means that the
scheme under study cannot conserve or protect the personal privacy as it claims.

Attack 1. Let AA has set Atrr ={ay,a,, as, a4, as, ..., ag} and u; has attr; = {a,, as, as}, u, selects
M EZ;

and calculates the following then sends it to AA:
{old Ry: (A191,a241 91, 03411, -, @5 1 91),
old Ry: (A1 91, a3A1 91, @544 91, -, a5 21 91),
old Ry: (1191 , asA1 g1, G221 G4, -, aBA191)}

, B1 = (a; + as + as) sky, 1,9, and pk,,,. After that AA calculates the product of old R,with all attributes
set

Atrr = {ay, ay, a3, a,, as, ..., ag} respectively.
. 2 3
new Ry: (a;d191, 20,4191, A3 a34191, 4034194, -
R
434491 )

Third term of old R;: a31,g, matches the second term in the new R, , we refer the word second to the
attribute a, so first attribute of u, is: a, . AA repeats the previous process again and calculates the product
of old R, with all attributes set Atrr = {a;,a, as a4, as,.., ag} respectively then
new Ry: (a1A1 g1, @034 91, a3a54191,a32191, -, A5 4191 )

Fourth term of old R, matches the term number third term in new R, then attribute of u, is: a5. Generally,
we can deduce this rule: If the (r + 1)th term of the old row matches the rth term in the new row then
attribute of u; is a,.

We introduce another attack for the first loophole.
Attack 2. Let AA has Atrr ={a,, a,, a;, a,, as, ..., ag} , and u,, attr, = {a,, a;, as}
AA is trying to figure out common attributes which puts the privacy of u, at risk.
u, Calculates the following and sends it to AA:
Ri:(A191, A2A1 91,0341 91, @301 G4, -, a5 A1 g1 , a5 A1 61 )
Ry (191, @30191, 054191, a3 411, -, a5 2191, @5 2191 )
R3: (M191, asAig1,a5A1 91,0216, ..., af " A1, A g, )
AA calculates:
S=M0g1+ adgi+ aidigi + -+ af g,
“S=04 aq+ a?+-+afHg,
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From geometric series summation rule:

§=(a;— 1D (af — DAhgy
(a; = 1S = (af = DAigy
(a; = 1S = (af Xig1 — 4i91)
(x = 1S = (afAig: — Lig1)

For R;, AA substitutes for the value of x with his first attribute a, in (x — 1)S = (a1, g, — A,9;) which
does not satisfy the equation then try for a, . Now it satisfies the equation and a, is known. AA repeats the
process for the second row substituting in the equation (x — 1)S = (af1,g9, — A,g,) starting from a; till
reaching as which satifies the equation and so on.

B. Second Loophole

Any non honest member wu; can pretend that he has more than his actual number of attributes which gives
him a higher authority.

Attack 3. Let AA has: Atrr ={a,, a,, as, a4, as, ..., ag} and u; who is non honest member has attr; =
{ay, a,, as}.u; calculates the following :

Ry : (Mg1, a12191,0521 91,0341 91, -, AT 2191 )
Ry : (M191, a2A1 91, @5A191, 52191, -, A5 A1 01 )
R3: (M 91, asA g1, A52191, 32191, - a5A1 91 )
, then u, calculates 2R, , 2R, , 2R3, (R; + Ry),
(R, + R3)and (R, + R3) .u, starts to calculate these combinations
{2R: (2M1 91,2 a1 A1 91,2022, 91, 2434494, ...,2a8 2,91 )
,2Ry: (22191, 2a3A191,20a54, 91, 2032194, -, 2052191 )
,2R3: (244941, 2 azhigq, 2454, 91, 2032194, -, 2082191 )
Ry + Ry (491, (ag + ax)Ai gy, (af + a2 A gy, (af
+a) 191, -, (af +a5)A1g1 )
Ry + R3: (21191, (az + az)Ay g1, (a3 + a5)A1 94, (a3
+a3) g1, -, (@5 + a9, )
,Ri + R3: (2194, (aq + a1 gq, (a2 + ad) A 94, (@3
+a) 191, -, (af +af)Aigr )
B =(Q2ay +2a; +2a3+ (a; +ay) +(a; +asz) +
(ay + a3))A;sky, g4

pku1 = Skulgl
u, sends the previous combinations, f and pk,, to AA. AA calculates y = (2 a;4191 + 2a,4:9; +
2asM9, + (a; +ay) 1,91 + (a, +a3)9, + (a; +a3)A,9, then verifies the equation e(B,g,) =
e(y, pky,). Let us check it mathematically.

LHS =e(B,91) =
e((Za1 +2a, +2a;+ (a;+ay)+(a,+az)+(a, + a3))llsku1g1,g1) =
e((4a1 + 4a, + 4a3)115ku1.91'91) = e(gy, gy) ozt hisku,

RHS = e(y,pkul)
e((Za1 +2a, +2a;+ (a;+ay)+(a,+az)+(a, + a3))/11g1,sku1g1) =

e((4a1 + 4a, + 4a3)/11g1,sku1g1) = 9(91:91)(4a1+4a2+4a3)llsku1
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e(y,pky,) = e(gy, g,)*aa+4az+ianiusiu,
LHS = RHS
Identity verification is successful. AA uses his polynomial for attributes authentication:
f(x) = b, + bix + byx? + byx3 + byx* + - + bgxR®
First attribute authentication:
bo22,91 + by 2 a; A1 gy + b, 2a22,g1 + - + bg2af A, g,
= (bo + by @y + by a + bsaj + -+ braf)22,9; = f(a1)2419,
=(0,0)
Second attribute authentication:
by24,91 + by 2 ayA1 g, + b, 2a34,g, + -+ + br2a¥ 1,9,
= (b, + by ay + by a3 + byad + -+ bra¥)21,9, = f(a,)21,9, = (0,0)
Third attribute authentication:
by2A, g1 + by 2 azAy g, + b, 2a34,g, + -+ + bg2af 1, 9,
= (b, + by a3z + by a3 + bzad + -+ braf)24,9, = f(a3)21,9, = (0,0)
Fourth attribute authentication:
(bo2A1g91 + by (ay + a))A1gq + b, (a2 + a3)A,91
+by(ai + a2)Aigy + -+ br(af +aP)hg: )
= (boA191 + by a1A1 gy + by afA g1 + -+ + brafdigy)
+(boA191 + by ayA1g1 + by a3A1g; + -+ braBAig1)
= (b, + by a; + by a? + bya} + -+ braf) A, g, +
(b, + by a, + by a3 + bzad + -+ + bra¥) A, g4
= f(ag: + f(az)A g,
=(0,0)
Fifth attribute authentication:
(bo2A1g1 + by (a3 + ax)A1gy + by (@5 + a3)A1g,
+b3(a3 + a2)Aigs + - + br(af + a) g )
= (boA19:1 + by azA g, + by a22,g, + -+ + braBl,g;)
+(boA1g1 + by ayA1g1 + by a3A,g; + -+ braiAig1)
= (b, + by a3 + b, a3 + bza3 + -+ + braf)A, g, +
(b, + by ap + by a3 + bzad + -+ bra¥) A, g4
= f(az)hig, + f(az) A9,
=(0,0)
Sixth attribute authentication:
(bo24191 + by (ay + az)Aig; + b, (a? + a2)A g,
+by(af +a3)Aig; + -+ + br(af +af)A1g: )
= (boA1 91 + by a; A1 g1 + by 2219, + -+ + braR A, g;)
+(boArg1 + by azAig; + by a21,g, + -+ braf 2, g;)
= (by + by a; + by af + bzai + -+ bgaf)A 9, +
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(bO + bl a3 + bz ag + b3ag + b + bRag)Algl
= fCa)Ag: + f(az)h g,

=(0,0)

It is obvious now that u; can make any linear combination of rows to pretend that he has more than his
actual attributes .If he has 3 rows then he can generate valid fake 6 rows. He can repeat the same steps for the
6 fake rows and gets 21 valid fake rows and so on. We can deuce that if u; has n valid rows then he can
generate number of attributes equals:

e = (1) +1.

n
fake
n],”ake = ( 2 ) + Nrake

C. Third Loophole

The protocol under study is not secure against an impersonator’s attack. Any non honest or illegal member
u; can pretend to be the sponsor w; of key establishment to initiate an invalid group key establishment session
and counterfeit the valid signature ¢; although the impersonator u; doesnot know the private key Skuj- of u; .

Attack 4. Assume that u; is honhonest member who intends to launch impersonation attack and pretend to be
u]-.

1. The attacker u; searches for some attribute privilege values and corresponding privilege grade 7n;,
information from the information pool, and selects the members set u;, (i < k < L,k # j).

2. The attacker u; claculates w;; = Hy(K;1),w;, = Hy(Ki2), .., wi, = Hy(K;,) and selects integer
m; € Z;,, where mj = —r~*(w;; + w;, + - w;,)mod q, assume that M; = min, is the group key
decryption.

3. u; constructs a (r — 1)-th degree fake polynomial f(x) = g;x" ™! 4+ g1x" % + -+ g1 x* + npx + M{
and £(0) = M;, then he computes f(w;1) = yi1, f(Wi2) = i1, f(Wi2) = Vi s f (W) = Yir

4. w; uses PKy_,, = (pu,min) as encryption key of group where p,,=m; PK, and SK,_,, = M; as
decryption key of group.

5. The hardest part of this attack is counterfeiting the valid signature ¢; using the public key pku]. of the

real sponsor u; , the attacker u; computes
— -1 2
zip = (Wi — 1) (Wi,1r —Wi1 )Pkuj

Zip = Wiy — 1)_1(Wi,2r - Wi,22)pkuj

Ziy = (Wi,r - 1)_1(Wi,rr - Wi,rz)pkuj
For simplicity let B, = (w;, — 1)™*(w;,” — w;,.2)
Then we find
Zi1 = Biapky,
Zi2 = Biopky;

Ziy = Bi,rpkuj
Simply, the fake signature is:
Pj=zixtzip+ -tz
@; = (Biy + Big + + + By )pky,

6. w; broadcasts the authentication parameters {(;1, iz, - ¥ir), (Pu; Min)s @]} to all terminals (i <
k <1,k #j). Every single member u,(i <k <1,k #j) in the group who got the broadcasted
authentication data {(;1, ¥i2 s Yir)s (Pup Min ), @7} from u;, calculates ¢y = y;1 + ¥z + -+ + yir
and verifies the signature and identity of u; through the pairing equation e((pj'-,gl) =e (qbk,pkuj).
We can prove that the previous equation holds as follows:
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Gk =Yi1 tYip + -+ ¥y, Where y;; = f(Wi,1) =
9iWi "+ gawi TR e ggwi P Wi + M
From the summation of geometric series we consider:
Yia = Wig = D7 (Wit” = wii?) gy + nawig + M;
Viz = (Wi,z - 1)_1(Wi,2r - Wi,12)91 + N aWio + M|

Yir = Wir = D7 (Wi = wia?) g1 + 0wy + M;
But B, = (w;, — 1)"*(w;,” — w;,2) and M{ = mn, then we can write the previous equations in the
following form:
Vi1 = Bi1gy + nawin + min,
Yiz = Biag1 + nawiz + min,
Yir = Birgs + npwir +minp
Finally, ¢ = yi1 + iz + -+ Yir
= (Biys + Bz + -+ Biy) g1
+(Wig + wip + o wi)n, +rmin,
Then ¢y = (Biy + By + -+ Bir) g1
+(wig +wip + o wi +rmn,
We can prove, simply that:
(Wiy +wio + = wi +rm))n, = (0,0) as
m; = =" (Wi + Wiz + o wyy)
u;, finds the final value of
or = (Bi,l +Bi,+-+ Bi_r)gl , let’s check the pairing equation

e(9),9:) = e (dr k)
RHS =e (d)k,pkuj)

=e ((Bi,l + B, + -+ Bi_r)gl,skujgl)
— e(gl’gl)(Bi,1+Bi,2+"'+Bi,r)5kuj
LHS = e(}, 91)

=e ((Bi,l + Bi,z + .4 Bi,r)Skung gl)

(By1+Bi2 +"'+Bi,r)5kuj

=e(91,91)

LHS = RHS
It is clear the signature forgery is successful as the pairing equation holds.

7. uy, compares its authority or privilege value 1, , with the recieved privilege value 7, , of the attacker
u;. And finds it the same. He can check that the attribute permission value of him is identical to the
permission values of the sponsor. (that means {K, ; = K1, Kx2 = Ki 3, ... Kir = Kir}) -

8. w usesthe values {Kj 1, Ky, ..., Ky} and computes wy ; = Hy(Ki1), Wi = Hy (Ki2)s voos Wi =

)yl’,x substituting the

. X-Wk o
H,(Ky) then reconstructs a polynomial f (x) = Y-, (Hlsmsr,m:x:x kav_v—";km
values {(Wi.1,¥i1), Wi2, ¥i2)s - » (Wi, vir )} Using Lagrange Interpolation and computes the key
My = f(0) = Xyoy (Hlswsrm WL) Yiy = M; where M; is decryption key.

kx~Wko
9. uy obtains the encryption key og group PK,_,, = (Puy Micn) = (PupM:r) from the transmitted

messages {(yi,l' yi,2! ey yi,r)' (pui’ ni,h)} by Uu;.
10. All members of group u, (i < k < 1) could make sure of key correctness by checking this equation

e(Puk'le,h) = e(My, PK,)
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LHS = e(puk,nk‘h)
e(m; SKag1, SKa(tis + tiz + - + tir)91)
— e(gl'gl)m{ SKASKa(tr1+ tiz++trr)
RHS = e(M,, PK,)
= e(mink,h, SKA91)
e(m SK,(t1 + tiz + -+ tr) g1 SKagh)
— e(gl'gl)m{ SKASKa(tr1+ tiz++trr)
LHS = RHS
Every member in group has ensured that his computed key is correct which means that our

impersonation attack is successful.
D. Fourth Loophole

Non honest members with low number of attributes and different attributes can collude and exchange
their secret attributes to get higher authority.

Attack 5. Let two non honest members u, and u, have sets of attributes attr; = {a,, a;, as, as} and
attr, = {a;, a4, ag a,} respectively. Every member have 3 attributes which are not subet of the other
member attributes. If they shared their attributes between them attr] = attr, = {a;,a,, as, a4, as, ag,a;},
now they got higher authority and became able to access non allowable information.

V.CONCLUSION

One of the most important methods for ensuring the secure transmission of information across groups
is group key agreement. This study examined the flaws and loopholes in the proposed protocol, AA was able
to figure out the value of any attributes sent to him without solving DLP and he did not need to perform any
polynomial calculations which seemed to be useless so that the purpose of protocol could not be achieved and
information was leaked. Any member u; could pretend that he has more than his actual number of attributes
which gives him a higher authority. We showed and proved that any non honest or illegal member u; can
pretend that he has higher number of fake attributes more than the actual number he has.
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