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Abstract: Making backups of collected data is critically important in any industry. Backups protect against human
errors, hardware failure, virus attacks, power failure, and natural disasters. Backups can help save time and
money if these failures occur. No matter what the scenario or business need, learn how Metallic Database Backup
can protect your multi-cloud environments. Database Backup customers can expect: Single control pane for
managing your cloud and hybrid cloud environments, Enterprise-ready, hybrid-cloud protection, Agile
deployment, simplified backup, automatic updates, Zero-trust access model, with early threat detection, Manage
multiple database services from a single interface, Unlimited retention. It’s been challenging to backup and
restore data from business continuity process management point of view.
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l. Introduction:

Every data or database should be backed up to restore back in critical times. Different Database backup
types available to achieve strong RTO[1]. Strong RTO and RPO depends on two factors Database backups and
restore[2]. The quicker the restore will reduce business downtime and the length of data will reduce loss of
business data.

1.1 Full Database Backup

A full database backup contains all used data pages and the log files written during the backup. The transaction
log is not truncated when you perform a full database backup.

You always need a full database backup to restore the database. You cannot restore a differential database backup
or a transaction log backup without a full database backup.

Full database backups may result in a significant amount of disk 1/O and should therefore be performed at a time
when the workload is low.

The data of the SAP, master, and msdb database must be backed up at regular intervals. These backups are
essential to enable restore operations, if the database is damaged. In general, the SAP database <SAPSID> should
be backed up once a day. It is sufficient to backup the master and msdb databases once a week or month, depending
on the amount of database activity in your system. For administrative reasons, it is however easier to backup the
master and msdb databases whenever you backup the SAP data. This hardly has an impact on system throughput
as these backups do not require much additional space or time.

1.2 Differential Database Backup

A differential database backup contains only those data pages that have been modified since the last full database
backup. Apart from this, a differential database backup is identical to a full database backup.

The size of a differential database backup is much smaller than the size of a full database backup. Differential
database backups are optional. The backup strategy will become more complicated if it includes differential
database backups. An example of integrating differential database backups in a backup strategy is to perform a
full database backup only once a week and to perform differential database backups daily.
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1.3 Transaction Log Backup

The transaction log of the SAP database records all changes made to the database. It may never be deleted and
must be backed up separately.

Transaction log backups save the log files. They are mandatory when you use the Full or Bulk-Logged Recovery
Model since they are needed to truncate the log. Two subsequent transaction log backups do not contain redundant
information. Transaction log backups have almost no impact on performance and can therefore be performed
when the workload is high.

SAP recommends that you schedule a transaction log backup every 30 to 60 minutes on a normal workday. If
your SAP system(s) are used productively at weekends, schedule additional backups for weekends.

1.4 Log Shipping

You can use log shipping to feed transaction logs from one database to another on a constant basis. Continually
backing up the transaction logs from a source database and then copying and restoring the logs to a destination
database keeps the destination database synchronized with the source database.

You can use the Database Maintenance Plan Wizard to configure log shipping as a maintenance task that can be
scheduled to run automatically at defined intervals.

Log shipping enables you to run a backup server and provides high availability as required by large enterprise
systems. Log shipping requires extra administration and well-defined procedures to monitor the status of all log-
shipping servers.

1. Discussion: SAP HANA Backup solutioning:
2.1 HANA DB Backup Management
To ensure the recoverability of the database for up to 60 days (Production) and 30 days (non prod) by
facilitating regular database backups. We need to ensure recoverability to any point in time within the backup
retention period and from any longer retention backup without roll forward. Success criterion is the Backup
success rate to ensure backups are taken so the RPO and RTO can be achieved.

2.2 HANA DB Restore Management

Have the Strategy and Resources in place such that in the event of a Failure Scenario, the HANA DB is
returned to service within the RTO (Recovery Time Objective) and RPO (Recovery Point Objective) set by your
organization. Backups are verified by means of redirected restore once per month.

Success criteria are: Restore testing is performed once per month to ensure the validity of backups — all
production backups and some non-productive backups are tested once in the backup retention cycle. In addition
in a Failure Scenario service is returned to the business within the RPO and RTO.

2.3 What is RTO and RPO?

Backup and recovery apply to an entire HANA database. It is not possible to back up and/or recover individual
database objects in isolation (or individual nodes). In addition to the database backup, external configuration files
must always be saved to guarantee full recoverability of the database.

HANA database backups are full backups, differential or incremental are possible.
In addition HANA, writes all changes to log files. Log switches are triggered when the log is full or after a defined
(configured) time.

2.4 RTO (Recovery Time Objective)

RTO is the time that it takes to recover the system.
Consists of:

The time taken to restore the data files (using a full backup and possibly incremental or differential backups)
The time needed to recover the database to the required point in time (Recovery Time)

Recovery time is influenced by the number of logs that need to be applied. It depends on the time difference
between the full data backup to be restored and the point in time that needs to be reached by applying the database
changes that are stored in the archive log files. The total time needed depends on:

The time needed to restore the archive log files from backup media

The time needed to apply the logs to the database
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The restore time can be affected by any bottlenecks or problems in any of the components involved in the restore:
TSM, drives, SAN, server and storage.

The recovery time is primarily dependent on the number of logs that are written.

To minimize the Recovery Time Objective (RTO), some systems are utilizing HANA system replication Due to
the time needed to restore and recover a system using TSM, where a system is using HANA system replication
the preferred option to restore service is to perform a takeover to the secondary node if possible.

2.5 Recovery Point Objective (RPO)

The RP O (Recovery Point Objective) is the maximum time that is possible to be lost when restoring data.

An RPO of 10 minutes means in the worst case scenario, 10 minutes of data loss is possible when the system
needs to be restored and recovered.

To ensure the agreed Recovery Point Objective can be met, the log file switch frequency needs to be set
accordingly with parameter log_backup_timeout_s.

. Methodology:
How to perform backup and restore on HANA Database. You can use studio, sql commands and cockpit.
In this article, we will demonstrate how to perform backupand restore using cockpit on AWS storage S3
You need third party agent backint to trigger backups to S3
Deploy backint agent software and parameters

3.1 Backup config parameters:

[backup]

catalog_backup_parameter_file = /usr/sap/<SID>/SY S/global/hdb/opt/hdbconfig/aws-backint-agent-config.yaml
data_backup_parameter_file = /usr/sap/<SID>/SY S/global/hdb/opt/hdbconfig/aws-backint-agent-config.yaml
log_backup_parameter_file = /usr/sap/<SID>/SY S/global/hdb/opt/hdbconfig/aws-backint-agent-config.yaml
catalog_backup_using_backint = true

log_backup_using_backint = true

parallel_data_backup_backint_channels = 8

data_backup_buffer_size = 4096

max_recovery_backint_channels = 1

[communication]

tcp_backlog = 2048

[persistence]

enable_auto_log_backup = yes

verify_signature = yes

input_signature_filepath = https://s3.amazonaws.com/awssap-backint-agent/binary/latest/aws-backint-agent.sig
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Trigger install.sh script which will launch AWS Installer andprovide all the parameters
AWS Agent Installer

# more aws-backint-agent-install.rsp
[DEFAULT]

ion_match = Tr
ing_http
lobal/hdb/opt




American Journal of Engineering

Installer log is successful. In case of errors it would describe what parameters are missing.

3.2 Backup to AWS S3 from HANA Database.

Login to Production System Database and enter credentials

2023

Database User Logon - 'SYSTEMDB@_

Enter the password of the SAP HAMA database user.

User Name: | SYSTEM

Password: | Iy

[] Store user name and password in secure storage

oK

Cancel

~ [ SYSTEMDB@ E=l(SYSTEM) =558

! Backu-
& Catalc Open Backup Console
& Conte Back Up System Database...

& Provis Back Up Tenant Database...

= Security
Backup Tenant Database
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[ ] Backup of Tenant Database inH

Specify Backup Settings

Specify the information required for the data backup

Backup Type

Complete Data Backup

Destination Type |Backint

Backup Prefix

Backup Destination

The default destination is used unless you specify a different destination. If you
specify a new destination, ensure that the directory already exists. For improved
data safety, we recommend that you specify an external backup destination.

Backup Destination | /usr/sap/Illl/SYS/global/hdb/backint/D B_-

COMPLETE_DATA_BACKUP

I Note that customer-specific changes to the SAP HANA database
configuration are not saved as part of the data backup.
Mare Information: SAP HANA Administration Guide

® < Back

Mext =

Finish Cancel

Complete Data Backup

I Backup of Tenant Database in Il

Backup Progress Information

@ Backup is running - 1 of 2 services finished successtully

sapecthd
Index Server
Execute Data Backup In Progress

UNKNOWN

Backup is in progress with percentage of completion.
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l Backup of Tenant Database in -

Backup Execution Summary

i Backup of database il finished

|1 volumes were backed up I

Backup is completed successfully
V. Restore Database

source Database was a production which was taken in above steps. Login to target Database and replace target
database yaml file with source.

Mv aws-backint-agent-config.yaml aws-backint-agent-config.yaml_source

mv aws-backint-agent-config.yaml_Target aws-backint-agent-config.yaml

4.1 Target — Copy Tenant using backup
Login to cockpit -> choose the SYSTEMDB source -> database management
Chosen -> Copy Tenant using Backup

B

Pause/Stop Target Database backups

Prepared by Rajesh Azmeera

Target - Pause DB Backups
| E—

S — CES




American Journal of Engineering 2023

4.2 Target - Stop tenant DB
Using — Cockpit
Login to cockpit -> choose the systemdb (Target) -> databasemanagement

s < s 7 [l Database Overview + E &
Manitoring v Open G Cool (31 |Dutabas Managemens
o — — -

Target System — Copy Tenant using backup

Login to cockpit -> choose the SYSTEMDB -> database management
Chosen -> Copy Tenant using Backup

e S A 4 sysenoec Database Management T © @
| '

FEERERREEERIE  Global Allocation Limits  Restricted Features

Overall Status: 1 database stopped Description: [JJlystem database

1 database running

Isolation Level: Low
Host

~ 2 =
3
Databases (2) Search Create Tenant ' Fallback Snapshot L
Status Database Name Start Time  Alerts Backup Used Memory CPU Usage Disk Usags ¥shot
1GE 0% 0% _C:ln',' Tenant Using Backup 4
O Running SYSTEMDE 10128120, 7:01 AM 0O Successiu i Recover Tenant Brted

DPM Start (i)

Rename Tenant
Reset SYSTEM Password

Set Restart Mode




American Journal of Engineering 2023

Prepared by Rajesh Azmeera

o Database Copy Type ——————————

Backup Catalog ) Backup Catalog Location ) Source System Type ) Source Database
1. Database Copy Type
Copy from:
I data backup onty
2. Backup Catalog
Selact the data backup from 3 backup catalog:
W Yo
2. Backup Catalog Location
*) Backint
File syster
4. Source System Type
5
: Datsbase Copy Type (2 ) Backup Catalog Backup Catalog Location i Source System Type (.5 ) source Datsbase o Backup to be Used

6. Backup to be Used

Start Time  Backup Type

Lacas Backup Prefic

2117/21. 10:00 PM  Comglete Data Backup ' fusr/sap Y SiglobathdbrbackintDB_UHEY COMPLETE_2021 02 17_Z2 00_00

211321, 10,00 PM  Comglste Data Backup COMPLETE_2021_02_13 22 00_00

10021, 10:00 M Comelste Data Backup COMPLETE 2021 02 10 22 00

2621, 1000 PM  Complese Data Backup

COMPLETE_2021_02_06_22_00_00

2321, 1000 PM  Complete Data Backup COMPLETE_2021 02 03_22_00_00
1730021, 10:00 PM Comglste Data Backup COMPLETE 2021 01_30_22 00_00

V27121, 10:00 PM Comglete Data Backup COMPLETE

_22_00_00

V23721, 10:00 PM  Comgplete Data Backup COMPLETE_2021_01_23_22_00_00

7

Comalete Data Backup COMPLETE_2021 01 21 00_17_00

V16721, 10:00 PM  Complete Data Backup

COMPLETE_2021_01_16_22_00_00

Review
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Copy Database ~,

Copy Database - - Summary
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Database Copy Type

Copy From:

Backup Catalog
Use a Backup Catalog

Backup Catalog Lacation

Location of Backup Catalog:

Source System Type
Source System Type
Source Database

SID of Source System

Source Database Name:

Backup to be Used

Backup Type:
Start Time

Location

Backup Prefix:
Backup |D:

Destination Type:

Full data backup only

Backint

Multi container

Complete Data Backup
Feb 17, 2021, 10:00:00 PM

Edit

Edit

Edit

Edit

Edit

Edit

COMPLETE_2021_02_17_22_00_00
1613628000021
Backint
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S oot Desicop Connection

2 SAP Support Portal Home

ra

[« sAp/
SAP.

Copy Progress - -

Staet Tame (UTC): U222, 2:18 AM. Running sir

Data Recovery

Phase 1 of 3)

x | A et Ovarvien- X s':'['-':[;.':':r‘r:\\‘.‘c‘
Copy Database = Sv.‘,YSP.IDE-\;—l

ce: 45 seconds

kpit#backupcopy

S7B%2522mdcMode®%2522%25 3Arue %25 2C K252 2dbRilter%2522%253A%2522U2... @

—EIXF
x e ~ =

%

o
@

o
2
-3

u

ge 7 o

E o e[Sl a]

Swords 1

P Type here to search

1 Focus

< 5k e
oo E e - —— 7 5%
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o, I F.crote Deskop Connection - o ®
' SAP Support Portal Home % | o BN se Cvervien % o svsTinCEc(lory Dotna: x| QS SAR ¥SEngine x| + v =1 =N
&« C o I <ok pit# backupcopy wlresid Lsysts 6 mdchMode 62534 : Filter%252 : a ® & &

| ¢ [@TF copyDatabase v svstenos: N

P al [ClB[E][L]u]R] TREG

eady TH = M - T - T

Restore is completed and Database will come up and available for business users.

V. Conclusion:

With unlimited storage S3, HANA Database backups should be taken periodically to restore back when
ever needed. SAP with AWS using backint tool using multiple channels runs backup faster and can be restore in
no time. Understanding and implementing SAP HANA backup is crucial for every business using SAP HANA.
With careful planning, regular testing, and vigilant monitoring, you can safeguard your business’s valuable data
against unexpected losses. Regular DR test using these backups can be tested to make sure that systems will be
available and data won’t be lost.

AWS Backup for SAP HANA makes it easy to perform backup and restore operations for your SAP
HANA databases on AWS. AWS customers can now centrally manage and automate data protection activities,
including backup, restore and system copy. Customers will benefit from a native AWS experience which can be
scaled to simplify the administration across multiple AWS resources and accounts.

VI Disclaimer:

The information presented in this paper is for general informational purposes only and does not constitute
legal, financial, or professional advice. The authors and publishers do not assume any liability or responsibility
for any errors or omissions in the content or for any actions taken based on the information provided. The use of
any product, service, or solution mentioned in this paper should be based on the reader's due diligence and
discretion.
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