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Abstract: Making backups of collected data is critically important in any industry. Backups protect against human 

errors, hardware failure, virus attacks, power failure, and natural disasters. Backups can help save time and 

money if these failures occur. No matter what the scenario or business need, learn how Metallic Database Backup 

can protect your multi-cloud environments. Database Backup customers can expect: Single control pane for 

managing your cloud and hybrid cloud environments, Enterprise-ready, hybrid-cloud protection, Agile 

deployment, simplified backup, automatic updates, Zero-trust access model, with early threat detection, Manage 

multiple database services from a single interface, Unlimited retention. It’s been challenging to backup and 

restore data from business continuity process management point of view.  
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I. Introduction: 

Every data or database should be backed up to restore  back in critical times. Different Database backup 

types available to achieve strong RTO[1]. Strong RTO and RPO depends on two factors Database backups and 

restore[2]. The quicker the restore will reduce business downtime and the length of data will reduce loss of 

business data. 

 

1.1 Full Database Backup 

A full database backup contains all used data pages and the log files written during the backup. The transaction 

log is not truncated when you perform a full database backup. 

You always need a full database backup to restore the database. You cannot restore a differential database backup 

or a transaction log backup without a full database backup. 

Full database backups may result in a significant amount of disk I/O and should therefore be performed at a time 

when the workload is low. 

The data of the SAP, master, and msdb database must be backed up at regular intervals. These backups are 

essential to enable restore operations, if the database is damaged. In general, the SAP database <SAPSID> should 

be backed up once a day. It is sufficient to backup the master and msdb databases once a week or month, depending 

on the amount of database activity in your system. For administrative reasons, it is however easier to backup the 

master and msdb databases whenever you backup the SAP data. This hardly has an impact on system throughput 

as these backups do not require much additional space or time. 

 

1.2  Differential Database Backup 
A differential database backup contains only those data pages that have been modified since the last full database 

backup. Apart from this, a differential database backup is identical to a full database backup. 

The size of a differential database backup is much smaller than the size of a full database backup. Differential 

database backups are optional. The backup strategy will become more complicated if it includes differential 

database backups. An example of integrating differential database backups in a backup strategy is to perform a 

full database backup only once a week and to perform differential database backups daily. 
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1.3  Transaction Log Backup 

The transaction log of the SAP database records all changes made to the database. It may never be deleted and 

must be backed up separately. 

Transaction log backups save the log files. They are mandatory when you use the Full or Bulk-Logged Recovery 

Model since they are needed to truncate the log. Two subsequent transaction log backups do not contain redundant 

information. Transaction log backups have almost no impact on performance and can therefore be performed 

when the workload is high. 

SAP recommends that you schedule a transaction log backup every 30 to 60 minutes on a normal workday. If 

your SAP system(s) are used productively at weekends, schedule additional backups for weekends. 

 

1.4 Log Shipping 

You can use log shipping to feed transaction logs from one database to another on a constant basis. Continually 

backing up the transaction logs from a source database and then copying and restoring the logs to a destination 

database keeps the destination database synchronized with the source database. 

You can use the Database Maintenance Plan Wizard to configure log shipping as a maintenance task that can be 

scheduled to run automatically at defined intervals. 

Log shipping enables you to run a backup server and provides high availability as required by large enterprise 

systems. Log shipping requires extra administration and well-defined procedures to monitor the status of all log-

shipping servers. 

 

II. Discussion: SAP HANA Backup solutioning: 

2.1 HANA DB Backup Management 

To ensure the recoverability of the database for up to 60 days (Production) and 30 days (non prod) by 

facilitating regular database backups. We need to ensure recoverability to any point in time within the backup 

retention period and from any longer retention backup without roll forward. Success criterion is the Backup 

success rate to ensure backups are taken so the RPO and RTO can be achieved. 

 

2.2  HANA DB Restore Management 

Have the Strategy and Resources in place such that in the event of a Failure Scenario, the HANA DB is 

returned to service within the RTO (Recovery Time Objective) and RPO (Recovery Point Objective) set by your 

organization. Backups are verified by means of redirected restore once per month. 

Success criteria are: Restore testing is performed once per month to ensure the validity of backups – all 

production backups and some non-productive backups are tested once in the backup retention cycle. In addition 

in a Failure Scenario service is returned to the business within the RPO and RTO. 

 

2.3 What is RTO and RPO? 

 

Backup and recovery apply to an entire HANA database. It is not possible to back up and/or recover individual 

database objects in isolation (or individual nodes). In addition to the database backup, external configuration files 

must always be saved to guarantee full recoverability of the database. 

 

HANA database backups  are full backups, differential or incremental are possible.   

In addition HANA, writes all changes to log files. Log switches are triggered when the log is full or after a defined 

(configured) time. 

 

2.4 RTO (Recovery Time Objective) 

 

RTO is the time that it takes to recover the system.  

Consists of: 

 

The time taken to restore the data files (using a full backup and possibly incremental or differential backups) 

The time needed to recover the database to the required point in time (Recovery Time) 

Recovery time is influenced by the number of logs that need to be applied.  It depends on the time difference 

between the full data backup to be restored and the point in time that needs to be reached by applying the database 

changes that are stored in the archive log files. The total time needed depends on: 

The time needed to restore the archive log files from backup media 

The time needed to apply the logs to the database 
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The restore time can be affected by any bottlenecks or problems in any of the components involved in the restore: 

TSM, drives, SAN, server and storage. 

 

The recovery time is primarily dependent on the number of logs that are written. 

 

To minimize the Recovery Time Objective (RTO), some systems are utilizing HANA system replication  Due to 

the time needed to restore and recover a system using TSM, where a system is using HANA system replication 

the preferred option to restore service is to perform a takeover to the secondary node if possible. 

 

2.5 Recovery Point Objective (RPO) 

 

The RP O (Recovery Point Objective) is the maximum time that is possible to be lost when restoring data.  

An RPO of 10 minutes means in the worst case scenario, 10 minutes of data loss is possible when the system 

needs to be restored and recovered. 

To ensure the agreed Recovery Point Objective can be met, the log file switch frequency needs to be set 

accordingly with parameter log_backup_timeout_s. 

 

III. Methodology: 

How to perform backup and restore on HANA Database. You can use studio, sql commands and cockpit. 

In this article, we will demonstrate how to perform backupand restore using cockpit on AWS storage S3 

You need third party agent backint to trigger backups to S3 

Deploy backint agent software and parameters 

 

 
 

3.1 Backup config parameters: 

 

[backup] 

catalog_backup_parameter_file = /usr/sap/<SID>/SYS/global/hdb/opt/hdbconfig/aws-backint-agent-config.yaml 

data_backup_parameter_file = /usr/sap/<SID>/SYS/global/hdb/opt/hdbconfig/aws-backint-agent-config.yaml 

log_backup_parameter_file = /usr/sap/<SID>/SYS/global/hdb/opt/hdbconfig/aws-backint-agent-config.yaml 

catalog_backup_using_backint = true 

log_backup_using_backint = true 

parallel_data_backup_backint_channels = 8 

data_backup_buffer_size = 4096 

max_recovery_backint_channels = 1 

[communication] 

tcp_backlog = 2048 

[persistence] 

enable_auto_log_backup = yes  

verify_signature = yes 

input_signature_filepath = https://s3.amazonaws.com/awssap-backint-agent/binary/latest/aws-backint-agent.sig   
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Trigger install.sh script which will launch AWS Installer andprovide all the parameters 

AWS Agent Installer 

 

 
Require all S3 parameters to point backup storage 

 

 
Installation is completed successfully.
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Installer log is successful. In case of errors it would describe what parameters are missing. 

 

3.2 Backup to AWS S3 from HANA Database. 

 

Login to Production System Database and enter credentials 

 
 

 
Backup Tenant Database 
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Complete Data Backup 

 

 

 
Backup is in progress with percentage of completion. 
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Backup is completed successfully 

 

IV. Restore Database 

 

source Database was a production which was taken in above steps. Login to target Database and replace target 

database yaml file with source.  

Mv aws-backint-agent-config.yaml aws-backint-agent-config.yaml_source 

mv aws-backint-agent-config.yaml_Target aws-backint-agent-config.yaml 

 

4.1 Target – Copy Tenant using backup 

Login to cockpit -> choose the SYSTEMDB source -> database management  

Chosen -> Copy Tenant using Backup 

 

 
 

Pause/Stop Target Database backups 
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4.2 Target - Stop tenant DB 

Using – Cockpit 

Login to cockpit -> choose the systemdb (Target) -> databasemanagement 

 

 
 

 
 

Target System – Copy Tenant using backup 

 

Login to cockpit -> choose the SYSTEMDB -> database management  

Chosen -> Copy Tenant using Backup 

 

 
 



American Journal of Engineering Research (AJER) 2023 
 

 

w w w . a j e r . o r g  

w w w . a j e r . o r g  

Page 80 

 
 

 

 
 



American Journal of Engineering Research (AJER) 2023 
 

 

w w w . a j e r . o r g  

w w w . a j e r . o r g  

Page 81 

 
 

 
 

 



American Journal of Engineering Research (AJER) 2023 
 

 

w w w . a j e r . o r g  

w w w . a j e r . o r g  

Page 82 

 
Restore is completed and Database will come up and available for business users. 

 

V. Conclusion: 

With unlimited storage S3, HANA Database backups should be taken periodically to restore back when 

ever needed. SAP with AWS using backint tool using multiple channels runs backup faster and can be restore in 

no time. Understanding and implementing SAP HANA backup is crucial for every business using SAP HANA. 

With careful planning, regular testing, and vigilant monitoring, you can safeguard your business’s valuable data 

against unexpected losses. Regular DR test using these backups can be tested to make sure that systems will be 

available and data won’t be lost. 

 

AWS Backup for SAP HANA makes it easy to perform backup and restore operations for your SAP 

HANA databases on AWS. AWS customers can now centrally manage and automate data protection activities, 

including backup, restore and system copy. Customers will benefit from a native AWS experience which can be 

scaled to simplify the administration across multiple AWS resources and accounts. 

 

VI. Disclaimer: 

The information presented in this paper is for general informational purposes only and does not constitute 

legal, financial, or professional advice. The authors and publishers do not assume any liability or responsibility 

for any errors or omissions in the content or for any actions taken based on the information provided. The use of 

any product, service, or solution mentioned in this paper should be based on the reader's due diligence and 

discretion. 
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